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1 FAA Administrative Voice Enterprise Services

1.1 Introduction 

This Statement of Work sets forth the required functions and services to be provided by the FAA Administrative Voice Enterprise Services (FAVES) Contractor.  FAVES is an evolutionary program for the FAA to migrate from the current Private Branch Exchange (PBX)-based environment to a modern infrastructure based upon a Voice over Internet Protocol (VoIP) and IP Telephony (IPT) technologies that provide a greater degree of flexibility and opportunities to reduce operating costs.  

1.2 Background 

The Federal Aviation Administration (FAA) relies upon telephony services to support the agency’s day-to-day business functions that require voice communications. Similar to other government agencies and large commercial enterprises, the FAA owns and operates PBXs and key systems that support intra-agency communications and provide connectivity to the Public Switched Telephone Network (PSTN).  

The FAA has 61 larger scale PBX systems that are managed under the ongoing Voice Telecommunications System (VTS) contract. They are located at facilities with a relatively large number of employees.  The large PBXs were obtained over a number of years and they were manufactured by Nortel, Avaya, or Alcatel.  The VTS PBXs are supported by Enhanced Telephony Management (ETM) systems from SecureLogix that provide application-level security, collect usage data, and support performance management. The FAA also has 18 conference bridges for voice teleconferencing that are also maintained under the VTS contract. The VTS contract is managed and administered at the FAA Headquarters level. 

The FAA has obtained approximately 820 smaller scale PBXs and key systems through regionally-managed procurements.  The smaller scale PBXs and key systems are 5-15 years in age and approximately 17 different vendors are represented within the inventory. The legacy PBX systems have numerous limitations that impact productivity, efficiency, and operating cost.
The maintenance, repair, and operation of the smaller scale PBXs and key systems is administered by the FAA’s three service areas (Eastern, Central, and Western) and the FAA legacy regions (e.g., New England, Great Lakes, etc.).  In some instances, the contractor support provided under the Service Area Telecommunications Support (STS) contract assists with moves, adds, and changes to the regionally-administered systems.

Both the VTS contract and some of the regional maintenance support contracts are approaching their expiration dates.  The FAA intends to consolidate the work efforts under these contracts and migrate to an administrative voice enterprise that provides a broad portfolio of services and yields operating cost savings through streamlined management, use of more cost-effective technologies, and economies of scale through a greater degree of commonality.

1.3 FAVES Strategic Objectives

The FAA intends to establish a modern, FAA-wide administrative voice enterprise that supports agency objectives for improving operational efficiency.  In accomplishing this objective, the FAA would like to leverage the investment in its existing infrastructure to the greatest extent possible.  In addition, the FAA would like to fund the establishment of the new administrative voice enterprise through the optimization of existing resources and the reduced operating costs provided by consolidation under FAVES.  

Attachment J.2 provides a detailed description of the FAA’s strategic plan for FAVES.  The technical and management strategic objectives for FAVES include, but are not limited to the following:

· Incremental replacement and/or integration of Government-owned and separately managed PBX and key systems with an enterprise solution based upon modern commercial off-the-shelf (COTS) technology that is provided to the FAA as a managed service
· Establishment of partnership relationship with a contractor who is incentivized to meet FAVES program objectives

· Continuity of services during the implementation of replacement systems and the migration to the enterprise solution with minimum service disruption and security risk exposure

· Integrated telecommunications planning, engineering, and implementation of administrative voice services to improve standardization and interoperability

· Consolidated management and operation of the FAA-wide administrative voice enterprise

· Scalability to accommodate future traffic growth and unplanned events requiring disaster recovery and continuity of operations 

· Ensure traffic on shared infrastructure is appropriately prioritized 

· Introduction of new service offerings and calling features at competitive prices  

· Measurement of service usage for network optimization and efficient use of bandwidth   

1.4 Scope of the FAA’s Administrative Voice Enterprise

The scope of the FAA’s administrative voice enterprise includes National Airspace System (NAS) operational facilities and administrative offices such as the legacy regional offices.  The distinction is that the services are “administrative” in nature, meaning that their primary role is to support agency business functions as opposed to NAS operational functions such as air traffic control.  

There are nearly 1,000 facilities that comprise the FAA’s administrative voice enterprise.  The range of facilities includes FAA headquarters, Service Area and legacy regional headquarters, campus environments
 such as the William J. Hughes Technical Center (WJHTC) and the Mike Monroney Aeronautical Center (MMAC), and other staffed facilities.  In some cases, facilities that are not permanently staffed may require administrative voice services to support technicians who visit the site.  While the majority of facilities are located in the continental United States (CONUS), there are also facilities outside the CONUS including, but not limited to: Puerto Rico, Alaska, Hawaii, American Samoa, and Guam.  FAA international offices in foreign locations such as Frankfurt, Brussels, and Singapore are also in scope.
Administrative telephony services include traditional “dial tone” services for voice calling, voice mail, facsimile, teleconferencing, and FAA-operated call centers.  Depending on the source and destination, the services may involve intra-facility calling, on-network calling to other facilities that are part of the FAA administrative voice enterprise, and off-network calling to facilities that are not part of the FAA’s enterprise.  Appendix A of Attachment J.1 provides a representative list of the types of calling features and functions currently used by the FAA.

Users of these administrative voice services include Government employees, contractor personnel, guests, and other individuals who work at or visit FAA facilities.  There are approximately 64,000 dial ports in-service within the FAA administrative voice enterprise. The FAA operates a limited number of call centers, although the number is expected to increase during the FAVES period of performance.  FAA call centers require automated call distribution (ACD), interactive voice response (IVR), queue management, and other commercially-available functions that typically support call center operations.

1.5 FAVES Contract Scope

The FAVES contract defines a framework for the FAA to obtain: 

(1) Administrative telephony capabilities in the form of:

a. Technology refreshes and upgrades to existing administrative telephony systems; and

b. New administrative telephony systems and services.

(2) Support services needed to sustain FAA legacy systems until replaced, plan for future needs, and implement, operate, and maintain an enterprise solution to meet the FAA’s requirements for administrative telephony services.  

The point at which the Contractor assumes responsibility for operations and maintenance of FAA legacy systems and the delivery of basic telephony services is referred to as the Contractor’s Initial Operating Capability (IOC). To achieve that milestone, the Contractor must have the required operations, maintenance, and customer support functions in place to meet FAVES contract requirements.
The scope of administrative telephony services is broadly defined to encompass capabilities available within the FAA’s current administrative voice environment as well as the next generation of capabilities that will be available as voice telephony systems continue to evolve. In addition to voice telephony, the Contractor may provide video conferencing services as an optional feature.

The scope of support services includes operating and maintaining legacy systems and assisting the FAA with its evolution to a modern, enterprise solution for providing administrative voice services to the FAA user community. The specific types of support services are identified in this SOW and they include:  Program Management, Enterprise Planning, Engineering Analysis, Technology Refreshes and Upgrades, Installation and Implementation, Verification, Maintenance and Operations, Customer Support, Quality Assurance, Configuration Management, and Security Management.

1.6 Use of Government Assets 

The scope of this contract includes the potential short-term and long-term use of existing government-owned PBX, conference bridges, key systems, user stations, and ancillary equipment. In addition, the FAA will obtain replacement systems and other new capabilities during the FAVES program life cycle that the Contractor will be responsible for operating and maintaining. 

All telecommunications connectivity will be government-furnished. T-1/PRI/ISDN trunk lines will be obtained from FTS2001/Networx or the local service provider depending on availability and cost trade-offs.  The FAA will use local service providers to obtain POTS lines and DID/DOD blocks of telephone numbers. The FAA will use FTS2001, Networx, or its successor as its long distance service provider for off-network calls that are subject to toll charges.  The FAA will also use FTS2001, Networx, or its successor, to establish toll-free (800) numbers mapped to the FAA’s administrative voice enterprise. As the FAA migrates to the Enterprise Solution, VoIP connections will be provided by the FAA’s secure IP network for mission support applications.

The Government will be responsible for ordering these services unless the FAVES Contractor is designated as having ordering authority
.
2 Applicable Documents

2.1 General

The documents listed in this section are cited in other sections of this SOW.  While an extensive effort has been made to ensure the completeness of this list, the Contractor must meet all requirements in the documents cited in this SOW whether or not they are listed below.

2.2 Government Documents

The Contractor must adhere to all policies and procedures established by the government.  Such policies and procedures are contained in the most current version of the Government documents listed below. Unless specifically identified, the issue of a document that is cited in this SOW is the one (including all change pages, amendments, inserts, supplemental reports, etc.) that is current at the time of SIR issuance.

Table 2-1. Government Documents

	Identifier 
	Title

	FAA-G-2100G 

(Oct 22, 2001)
	Electronic Equipment, General Requirements

	FAA-STD-019C

(June 01, 1999) 
	Lightning Protection, Grounding, Bonding and Shielding Requirements for Facilities

	FAA-STD-020B

(May 11, 1992)
	Transient Protection, Grounding, Bonding and Shielding Requirements for Electronic Equipment

	FAA-C-1217F

(Feb 16, 1996)
	Electrical Work, Interior

	MIL-STD-810F (Jan 1, 2000)
	Environmental Engineering Considerations and Laboratory Tests

	MIL-STD-1472F

(Aug. 29, 1999)
	Human Engineering

	Executive Order 12088
	Federal Compliance with Pollution Control Standards

	Executive Order 12873
	Federal Acquisition Recycling and Waste Prevention

	Executive Order 12902
	Energy Efficiency and Water Conservation at Federal Facilities

	FAA Order 1050.1D, Chapter 2
	Policies and Procedures for Considering Environmental Impacts

	FAA Order 6950.25
	Use of Electrical Power Conditioning Devices at FAA Facilities

	FAA Order 1370.82A, September 11, 2006
	Information Systems Security Program

	FAA Order 1600.1E,    July 25, 2005
	Personnel Security Program

	FAA Order 1600.2
	Safeguarding Controls and Procedures for Classified National Security Information and Sensitive Unclassified Information

	FAA Order 1600.6E, March 11, 2004
	Physical Security Management Program

	FAA Order 1600.69A
	FAA Facilities Security Management Program

	FAA Order 1600.72,   April 4, 2001
	Contractor and Industrial Security Program

	FAA Policy Memorandum ATS-SEC-99-001, 23 Sep. 1999
	Safeguarding and Control of Classified and Sensitive Information

	FAA Policy Memorandum ACP-300-99-001, 30 Nov. 1998
	Safeguarding and Control of Sensitive Security Information (SSI)

	NIST SP 800-58
	Security Consideration for Voice Over IP Systems

	NIST Special Publication 800-18, Revision 1, February 2006 
	Guide for Development of Security Plans for Information Technology Systems

	Federal Standard 1037C
	Glossary of Telecommunications Terms

	40 CFR 61, 112, 117, 261.33, 1500 NEPA
	Part 61, National Emission Standards for Hazardous Air Pollutants, Part 112-Oil Pollution Prevention, Part 117-Water Pollution, Part 261.33 - RCRA


2.3 Non–Government Publications

The following publications form a part of this document to the extent specified herein.  Unless specifically identified, the issue of a document that is cited in this SOW is the one that is current at the time of contract award.

Table 2-2. Non-Government Publications
	Identifier
	Title

	TL 9000 
	Quality Management System Requirements Handbook


 Note:  Additional reference and applicable documents are identified in the FAVES Technical Specification (Attachment J.1).

3 Government Furnished Items and Services

The Government will provide the Contractor with the following items and services at Government facilities in support of FAVES on a mutually agreeable schedule.

3.1 Facilities

3.1.1 Equipment Space

Facility space available for installation of FAVES resources at Government designated facilities will be determined on a case-by-case basis based upon the results of the Contractor’s site survey.  The amount and type of space at facilities available for use in on-site maintenance activities, equipment storage, and related purposes will also be determined based upon the site survey findings.  

If a site survey is not ordered for a particular facility, the Government will determine the amount, the type, and location of available space for equipment installation, on-site maintenance activities, equipment storage, and related purposes.

3.1.2 Work Space

The Government will provide work space for FAVES on-site technicians ordered under the provisions of Section C paragraphs 4.8.3.1 and 4.8.3.2.  The work space will include a desk and chair, telephone, and desktop computer with connections to the FAA LAN and WAN (if required).

3.1.3 Environmental Control

Government designated facilities in which FAVES resources may be installed will be environmentally controlled to the conditions specified in FAA Order 1050.1D.

3.1.4 Electrical Power and Grounding

The FAA will provide normal alternating current (AC) electrical power for the Contractor-provided VTS equipment.  Power will be available from Government-provided power panels. While the physical implementation of power systems may vary across sites in terms of manufacturers, models, etc., the available power sources will conform with the electrical standards specified in FAA-G-2100G for domestic locations.  

At NAS operational facilities, FAVES resources requiring power will be connected to the non-critical power bus (which may or may not have engine generator backup).  FAVES resources at non-NAS facilities will be connected to the standard commercial power source.  Uninterruptible power supplies or back-up power capabilities may not be available for FAVES use at all sites.

Power requirements for non-domestic locations will be handled on a case-by-case basis.

The Government will connect Contractor-provided power ground and signal ground cables to the Government-provided power panels. 

3.1.5 Site Documentation

The Government will provide the most currently available site documentation (e.g., site drawings and building blueprints) to facilitate installation and operation of the FAVES. 

3.1.6 Security

Access to Government sites will be determined on a case by case basis.  The Government will escort Contractor personnel visiting Government facilities on a short-term basis.  For Contractor personnel to obtain a “No Escort” badge (where available) for extended or frequent visits to a site, the Government will require that individuals pass a personal background check. For non-FAA facilities, access and badging requirements will be defined by the facility operator on a case-by-case basis.   

3.1.7 Equipment and Services

3.1.7.1 PBXs, Key Systems, Conference Bridges, and User Stations

The Government will make available all existing PBX, key systems, conference bridges, user station, and performance/security management equipment at the facilities identified in Attachment J.6 for use on the FAVES contract.  The Government will provide password access to these devices/systems as needed.  As described in Section C paragraph 4.8, the FAVES Contractor will assume responsibility for the operation, maintenance, and repair of these items as described in SOW paragraph 4.8.  
3.1.7.2 Inside Wiring

Unless ordered from the Contractor under the provisions of Section C paragraph 4.3.5, the Government will provide the “inside wiring” to support administrative telephony systems at Government facilities.  

3.1.7.3 Long Distance, Toll, and Toll-Free (800) Services

The Government will utilize FTS2001, Networx, or its successor for long distance (inter-LATA), toll-based intra-LATA, and toll-free (800) services.  The Government will be responsible for ordering these services unless the FAVES Contractor is designated as an ordering authority
.

3.1.7.4 Local Access 

The Government will provide access bandwidth arrangements to support FAVES services including, but not limited to:  analog lines, T1, T3, and ISDN Primary Rate Interface (PRI) trunks.

3.1.7.5 Wide Area Network Services

The Government will provide WAN services to support the delivery of FAVES telephony services.  Government-provided WAN connectivity may be used as an element of the FAVES architecture for, but not limited to: on-net calling, accessing Contractor-provided telephony features and services, but FAVES functions and architecture components must be independent of the Government-provided WAN.

3.1.7.6 Local Area Networks (LANs)

At facilities where VoIP technology is being implemented and where the existing network infrastructure is available, the Government will provide the Contractor with access to Local Area Networks (LANs) for: (1) connectivity between user stations for intra-facility communications; and (2) connectivity between user station equipment and the Wide Area Network (WAN) for inter-facility communications. The types of LANs and the available capacity will vary between facilities. 

3.1.7.7 Analysis and Monitoring Tools

The Government will provide copies of commercially-available analysis and monitoring tools such as the Paessler Router Traffic Grapher (PRTG) when the Government requires use of specific tools.  The Government will furnish the software license (if required), but will not provide training on the use of the tools.

3.2 Government Responsibilities 

3.2.1 Role of FAA Program Management Office

The FAA Program Management Office (PMO) for FAVES will manage the program and be the primary focal point for the FAVES Contractor during the contract period of performance.  The PMO will perform all necessary coordination with FAA service areas, legacy regions, agencies, and Government contractors for the start-up of FAVES contract and the implementation of FAVES services.  

The Government will be responsible for the removal of any government-owned equipment displaced by the introduction of new FAVES assets.  

The Government, with Contractor support required by Section C paragraph 4.11.8, will be responsible for managing and conducting all activities necessary to obtain FAVES security certification and authorization required by FAA Order 1370.82.

3.2.2 Role of the Site Representative (SR)

The Government will identify an SR for each facility where FAVES assets will be located.  One SR may be responsible for multiple facilities.  The responsibilities of a SR include the following:

a) Serve as the Government’s local point-of-contact for all FAVES activities

b) Coordinate with stakeholder organizations including local IT organizations and users of FAVES services to ensure awareness of planned FAVES activities

c) Assist the Contractor during the Government location inventory or site survey

d) Assist the Contractor in coordinating with the appropriate government offices and other Contractor(s) who are providing other telecommunications services at that location

e) Monitor installation, testing, maintenance, and repair activities performed by the FAVES Contractor at the site.

f) Accept systems and equipment provided by the FAA Contractor following installation and successful completion of check-out activities to demonstrate that the items are functioning properly as required by Section C paragraph 4.5.4.

3.2.3 Site Preparation

The Government will perform all work necessary at Government facilities to prepare the sites for the receipt of Contractor provided and installed equipment, unless otherwise ordered under the provisions of Section C paragraph 4.6.3.  Included will be any hazardous materials abatement work including the drilling of holes to accept rack tie-down bolts. 

3.2.4 Cutover Activities

The Government will assist the Contractor with the cutover of new capabilities implemented under the FAVES contract in accordance with Section C paragraph 4.6.5.3.  The Government will be responsible for: 

a) Connecting Contractor-provided power lines to Government power panels or duplex outlets;

b) Connecting Contractor-provided electrical ground lines to Government-provided electrical ground buses;

c) Scheduling and coordinating the cutover of users from legacy systems to FAVES; and

d) Connecting Contractor-provided equipment to the Government-provided WAN and LANs as needed.

These cutover actions will be performed at times of least interruption to Government operations including weekends and holidays.

3.2.5 Verification Activities

The Government will participate in activities to verify interfaces with FAA systems and integration with FAVES assets.  The Government’s role in verification activities will include:

a) Supporting the development of mutually agreed verification scenarios for testing performed at Contractor facilities;

b) Supporting conduct of Contractor verification activities;

c) Approval of System Acceptance procedures for FAVES assets implemented within FAA facilities; 

d) Scheduling access to Government resources;

e) Witnessing System Acceptance (as available);

f) Supporting resolution of problems encountered during verification activities;

g) Reviewing test reports and providing sign-off upon successful completion of System Acceptance.

4  Requirements

The Contractor must provide all necessary resources to implement, manage, control, operate, and maintain the required services as outlined in this SOW.  This includes labor, equipment, and materials (if not government furnished). Contractor responsibilities include the following:

a) Overall coordination, execution, and management of Contractor efforts in support of the FAVES program

b) Enterprise planning and engineering

c) Tech refresh of existing systems and implementation of new systems and services as required by the Government

d) Operation, maintenance, and repair of FAVES assets (including Government-furnished equipment identified in paragraph 3.1.7.1)

e) Customer Support in responding to requests for new services, changes to existing services, and trouble calls associated with service delivery or performance issues 

f) Implementation of adds, moves, and changes to existing services

g) System Verification

h) Security Management

i) Configuration Management

j) Quality Assurance

k) Orientation Briefings

The following paragraphs define the specific efforts that the Contractor is required to perform in meeting these responsibilities.

4.1 Program Management

The Contractor must establish a Program Management Office that is responsible for the coordination, execution, and management of Contractor efforts throughout the life of the FAVES contract.  

4.1.1 Program Management Organization

The Contractor must establish clear and effective lines of authority, coordination, communication, and accountability between the Contractor’s program management organization for FAVES and the Government.

The FAA Program Management Office must have clear, timely, and effective access to levels of management within the Contractor’s organization that have authority to ensure that sufficient resources are available for FAVES program execution and the proper level of attention is given to the resolution of any problems that may arise.

The Contractor must be responsible for management and control of all subcontractors/team members to ensure compliance with all requirements of the contract. 

4.1.2 Program Status Reporting and Program Management Reviews 

The Contractor must report the status of the program in a Monthly Status Report in accordance with CDRL F001a.

The Contractor must conduct quarterly Program Management Reviews (PMRs) and provide the Government with a copy of the PMR briefing materials in accordance with CDRL F001b.  

4.1.3 Meeting Attendance

The Contractor must provide senior technical personnel at meetings and conferences when requested by the Government.  The Contractor must provide technical support at, but not limited to:

a) Service improvement meetings conducted on a quarterly basis;

b) FAA Service Area and national conferences; and

c) Technical Interchange Meetings (TIMs) as required.

4.2 Enterprise Planning and Engineering

The Contractor must provide planning and engineering support to ensure that resources are available and capable of meeting evolving Government requirements.  The principal functions associated with planning and engineering support include but are not limited to:

a) Voice Enterprise Planning

b) Voice Enterprise System Engineering

c) Interfaces and Service Interoperability

d) Operational Suitability Analysis

e) Failure Mode Management

f) Access Analysis

Specific activities that the Contractor must perform in accomplishing each of these functions are described in the following sections. 

4.2.1 Planning, Engineering, and Analysis

Prior to assuming maintenance responsibility for Government-furnished items, the Contractor must: (a) review and validate the government-furnished inventory information, current system configurations, and the availability of spare parts, and (b) ensure that the resources are in place to support those items.  The Contractor must coordinate with the FAA’s legacy service providers as needed to complete this review.  When ordered by the Government, the Contractor must conduct user surveys and meet with key stakeholders such as system administrators and Call Center managers to gather requirements and identify functional requirements.

Upon transition to FAVES, the Contractor must analyze FAA legacy systems within the existing VTS inventory and provide recommendations for the optimization of system configurations and options for reducing operating costs. The Contractor must describe the findings of the assessment and recommended actions in an Engineering Analysis and Study Report (CDRL F002). 

To support the planning and implementation of an enterprise solution for administrative voice telephony services, the Contractor must collect and analyze data to determine trends, forecast telecommunications traffic, identify potential network capacity shortfalls and project the need for improved or expanded administrative telephony services. The Contractor must review emerging technologies and assess their viability to support the FAA’s goals of establishing a flexible portfolio of services and reducing operating costs.  The Contractor must also review and validate the ability of the FAA’s existing LAN and WAN infrastructure to support the Contractor’s enterprise solution and provide recommendations if LAN/WAN upgrades are required. The Contractor must report their findings and recommendations in an Engineering Analysis and Study Report (CDRL F002).

In addition to the Engineering Analysis and Study Reports that may be ordered by the Government at discrete intervals, the Contractor must continually assess the tech refresh needs of the FAA’s administrative voice enterprise and publish its findings, recommendations, and scheduled tech refresh actions in a quarterly Tech Refresh Plan (CDRL F003). Recommended tech refreshes and upgrades must consider the planned evolution of the FAA’s administrative voice enterprise to ensure upward compatibility.  In addition, the Contractor must assess cost and performance trade-offs to support FAA decision-making with respect to whether systems should be upgraded or replaced.  The implementation of any upgrades, tech refresh actions, or system replacements is subject to Government approval and will be ordered as outlined in Section C paragraph 4.3.  

4.2.2 Special Projects

As ordered by Task Order, the Contractor must support the planning and implementation of special projects that exceed the scope of new system implementations outlined in SOW paragraph 4.3.2 and standard moves, adds, and changes as defined in SOW paragraph 4.10. Examples of special projects include but are not limited to: the establishment of new campus environments
, the relocation of existing facilities with a large number of user stations, the consolidation of multiple facilities, upgrades to legacy platforms (if determined to be cost-beneficial by the Government), and the establishment of Government-operated call centers. The specific level and nature of support will be outlined in a separately negotiated Task Order, but required support for special projects may include, but will not necessarily be limited to:

· assessing user needs for telephony services and features (e.g., types, volume, and usage profiles), user station and CPE requirements, bandwidth requirements, dialing plans, and parallel operations requirements (if applicable);

· identifying and evaluating solution options;

· developing transition plans to minimize operational disruptions; and

· implementing and cutting over the capabilities being obtained under the special project.

While provided on a task order basis, any systems or services provided by the Contractor must be consistent with established CLIN prices when applicable. 

4.2.3 System and Service Interoperability

The Contractor must ensure any interoperability between the systems obtained under the FAVES program and Government-furnished legacy systems and equipment as required to support integrated operations.   

The Contractor must ensure interoperability between systems and services obtained under the FAVES program with Government-provided networks and commercial networks.  

The Contractor must assess the impact of the introduction of new or modified telephony services or technologies on the interoperability with FAVES systems and services prior to the implementation of new services or technologies.  

4.2.4 Operational Suitability Analysis

The Contractor must support operational suitability analyses conducted by the Government to assess the impact of new potential telephony services or technologies on the FAVES user community.  These analyses must include human factors and operational assessments of new services. 

4.2.5 Capacity Utilization Analysis

The Contractor must periodically review all access, trunk lines, and LAN connections supporting administrative telephony services within the scope of the FAVES program.  The Contractor must collect and analyze traffic data as available from FAVES systems to determine where opportunities exist to reduce the Government’s costs or where additional access capacity is or will be required.  These analyses include optimization of access and trunk lines to/between facilities comprising the FAA’s administrative voice enterprise. The Contractor must provide this information in the Capacity Utilization Report (CDRL F004).  

4.3 Technology Refreshes, Upgrades, New Systems and Services 

4.3.1 Technology Refreshes and Upgrades 

The Contractor must perform technology refreshes and upgrades as ordered under the pricing schedule in Section B.  The Contractor must advise the Government of system upgrades and capacity increases that are required to remain in compliance with the performance requirements outlined in Section 3 of the FAVES Technical Specification. As part of this effort, the Contractor must provide the information required by the Government to assess the cost-benefits associated with the recommended tech refresh or system upgrade.

Upon assuming maintenance responsibility for the existing large-scale PBX systems identified in Attachment J.6 and if ordered by the Government under the corresponding CLINs specified in Section B, the Contractor must bring all systems up to date with the respective manufacturer’s most recent software/firmware revisions supported by the current hardware configuration.  Subsequent updates of software/ firmware versions must be performed under the CLIN specified in Section B for FAVES maintenance and operations.

To avoid disruption to existing services, the Contractor may be required to perform technology refreshes and upgrades outside of normal business hours or scheduled during periods with reduced air traffic if operational and administrative systems are linked.  

4.3.2 New Systems and Services

The Contractor must implement new systems and services as ordered under the pricing schedule in Section B.  All systems and services implemented by the Contractor must comply with the applicable performance requirements defined in the FAVES Technical Specification.  

Prior to implementation of the enterprise solution, the Contractor must provide, when ordered by the Government, “premises-based” systems that function autonomously and have their connectivity to PSTN, call processing, voice mail, and call treatment, and feature components.  The Contractor must configure each premises-based system to accommodate the site’s total inbound/outbound, 911, and 411 calling requirements.  In addition, the premises-based systems must be upgradeable for subsequent integration with the enterprise solution.

FAVES administrative voice systems and services include but are not limited to:

a) Enterprise Telephony Services

b) Plain Old Telephone Service (POTS) lines

c) PBX/key systems

d) Conference Bridges

e) ACD Systems

f) Voice Mail Systems 

g) User Stations

h) Call detail record generation and management

To avoid disruption to existing services provided by the FAA, the Contractor may be required to implement the new systems and services outside of normal business hours or scheduled during periods with reduced air traffic if operational and administrative systems are linked.   

Conference calling capabilities required by the FAVES Technical Specification must be available to the Government once the Initial Operating Capability (IOC) milestone has been achieved as defined in SOW paragraph 1.5.

4.3.3 User Station Equipment

As ordered by the Government, the Contractor must supply user station equipment (e.g., standard telephones, IP phones,etc.) required for use of FAVES services. The user stations must support optional calling features such as Caller ID (ANI) that are available upon the Government’s request.

4.3.4 Ancillary Equipment, Supplies, and Material

The Contractor must provide all ancillary equipment, supplies, and material required for the installation and operation of FAVES systems and equipment at Government facilities.  The Contractor must provide the following material, including but not limited to:

a) Racks, cabinets, wall-mount “backboards” (if required), and mounting hardware for FAVES systems and equipment,

b) LAN and WAN interface equipment,

c) Installation tools and test equipment,

d) All wiring and cabling (as identified in Section C paragraph 4.3.5), unless otherwise provided by the Government;

e) Battery systems and uninterruptible power supplies (if required);

f) Power and ground cables, connectors, as necessary, to connect FAVES systems and equipment to Government-designated power supply panels and grounding buses; and

g) User guides, maintenance manuals, and other documentation required to use, operate, and maintain installed systems and equipment.

With the exception of (d) and (e), the items identified in this paragraph must be Not Separately Priced (NSP).  If necessary, they may be included in the price of items provided under Section C paragraphs 4.3.1 and 4.3.2.

If hazardous material or components are brought on-site, the Contractor must maintain a Material Safety Data Sheet on-site and make it available for review by the Government when requested.

4.3.5 Premises Wiring, Cabling, and Connectors

The Contractor must engineer, plan, and provide wiring and/or cabling from FAVES systems and equipment to: (a) wide area network’s service delivery point; and (b) the customer premises equipment provided by the local dial tone service provider. For these connections, the cabling/wiring and the associated effort must be NSP.

As ordered via task order, the Contractor must engineer, plan, and provide wiring and/or cabling from FAVES systems and equipment to user station equipment. Installations must comply with all federal, state, and local codes. Contractor-provided premises wiring, cabling, and connectors must be warranteed for period of at least 5 years after placed into operational use. 

All cable and materials required for support in installation or maintenance must meet or exceed accepted industry standards including EIA/TIA standards.  The Contractor must maintain all cable and associated equipment required for the maintenance support of the telephony systems and services covered under this contract.  To support the implementation and operation of the FAVES enterprise architecture, the Contractor must maintain a cable plant database for all FAVES SDP locations and update the database contents as cabling/wiring changes occur. The Contractor must make the cable plant database available to the government upon request.

When requested, the Contractor must provide wiring (standard or plenum cable) or fiber cable and all materials required to meet or exceed accepted industry installation standards.  This will not limit the FAA from furnishing and installing telephone cable or cable plant.  Such GFE cable must be installed under the same standards as required of the Contractor prior to acceptance of such GFE cable for use by the Contractor.  

New cable installations must meet or exceed EIA/TIA 568A (TSB-95) and BICSI standards (Category 5e or better) and be compatible with components comprising the FAVES enterprise architecture.  If existing wiring/cabling is used, the Contractor must verify that all such wiring/cabling meets the technical standards for FAVES services.  If the existing or installed wiring/cabling does not meet technical standards at initial service delivery, the Contractor must notify the FAVES Contracting Officer or COTR, advise them of the deficiencies, and provide recommendations for correcting them.  The Contractor will not be responsible for rectifying problems with the existing premises wiring/cabling except when requested by the Government via task order.

The Contractor must update cable plant records, existing cable markings, routing, and other specific site infrastructure identifiers as needed.

4.4 Service Ordering and Provisioning

The Contractor must receive and process Government orders to establish new FAVES services or upgrade existing FAVES services.  When designated as having ordering authority2, the contractor must place the required orders with the Government’s WAN provider, the FAA’s designated service provider(s) under the FTS2001 and Networx contracts, and local exchange carriers when required to support the delivery of FAVES services.  The Contractor must schedule delivery of services ordered from telecommunications service providers to support the due date for the associated FAVES service(s).  The Contractor must establish a management and tracking capability to support FAA requests for delivery status.  

The Contractor’s support of this required work effort may require use of on-line systems furnished by the FAA’s WAN provider, GSA service providers, and/or the Defense Information Technology Contracting Office (DITCO). 

4.5 System Verification

The Contractor is responsible for conducting all testing and certifications when implementing new systems, services, functions, or features or upgrading existing systems.

4.5.1 Verification Planning

As requested, the Contractor must prepare a System Verification Plan (CDRL F005a) that identifies the capabilities and functions to be tested and the methods that will be employed for verification of the FAVES enterprise solution prior to deployment.  The System Verification Plan must identify the scope of verification activities to be performed to ensure interoperability with FAVES subsystems and meet the functional requirements defined in the FAVES Technical Specification. The System Verification Plan is subject to Government approval.  

4.5.2 Development of System Acceptance Procedures

Prior to the installation of a new systems or the completion of major upgrades or system expansions
, the Contractor must develop System Acceptance Procedures (CDRL F005b) to demonstrate that  FAVES systems and services are functioning as required/specified (e.g., ensuring minimum standards for end-to-end voice quality are met).  This requirement applies to “premises-based” systems as well as new systems that are part of the Contractor’s enterprise solution.  The System Acceptance Procedures are subject to Government approval.  

4.5.3 Test Facilities

The Contractor must establish and maintain test facilities as needed to support the testing of new technologies, services, features, and software/firmware before they are deployed at the Government facilities.  The Contractor-provided test facilities must enable the Contractor to: (1) demonstrate that upgraded or new capabilities meet applicable specifications, and (2) ensure interoperability with fielded systems.  The cost of test platforms including procurement, configuration, operation, and maintenance must be NSP.  

Issues identified by the Government during testing must be resolved prior to installation at FAA facility locations.  Deviations must be coordinated and approved by the FAA.

4.5.4 Conduct of System Verification

The Contractor must conduct system verification in accordance with the Government-approved System Verification Plan (CDRL F005a).  The Contractor must notify the FAVES COTR at least 10 working days prior to the start of any verification activities.  The Government reserves the right to observe any and all of the verification activities performed by the Contractor.  The Contractor shall document System Verification results in a System Verification Report (CDRL F005c)

Any system verification activities that fail must be repeated at no additional cost to the Government until requirements are successfully met or the Government advises the Contractor to identify a replacement solution that meets requirements.   

4.5.5 Conduct of System Acceptance

The Contractor must conduct system acceptance in accordance with the Government-approved System Acceptance procedures (CDRL F005b).  The Contractor must notify the FAVES COTR at least 5 working days prior to the start of any system acceptance activities.  The Government reserves the right to observe any and all of the system acceptance activities performed by the Contractor.  The Contractor shall document System Acceptance results in a System Acceptance Report (CDRL F005d)

Any System Acceptance activities that fail must be repeated at no additional cost to the Government until requirements are successfully met or the Government advises the Contractor to identify a replacement solution that meets requirements.  

4.6 Implementation and Integration

The Contractor must provide the necessary services to engineer, install, integrate, upgrade, restore and/or replace administrative telephony systems equipment and software as directed by the FAA.  The requirements specified in the following subparagraphs apply to the installation of new systems as well as the replacement of existing systems.

4.6.1 
Site Surveys

Prior to conducting any site surveys, the Contractor must prepare and submit for Government approval a standardized “site survey checklist” that provides a comprehensive list of the information that the Contractor intends to collect during site surveys.  At a minimum, site survey checklists must identify site preparation work, space requirements and any other related issues, and any specific assistance that will be required from the Government prior to implementing new systems and upgrades to existing systems.  

As ordered by the Government, the Contractor must coordinate and conduct site surveys at domestic Government facilities to collect the information identified on the Government-approved checklist.  During the site survey, the Contractor must address any preliminary data gathering (e.g., existing numbering plans, equipment locations, etc.) and coordination activities necessary to ensure the successful completion of the planned implementation activities.  Site surveys for individual sites and campus environments (consisting of multiple sites) will be ordered under the corresponding CLINs specified in Section B.

Site surveys for International sites must be ordered via task order on an as required basis.

The Contractor must document the outcome of the site surveys in a Site Survey Report (CDRL F006).  A single Site Survey report must be delivered to document the results of site surveys conducted at campus locations.

The Contractor must be responsible for determining the accuracy of site documentation obtained during the site survey from the Government to the extent that it affects the implementation of systems and equipment obtained under the FAVES program.  Any documentation inconsistencies or errors must be noted in the Site Survey Report.

4.6.2 Facility Engineering

The Contractor must determine the loading conditions and structural limitations in accordance with all federal, state and local codes that are applicable to the work that will be done at government facilities. As ordered via task order, the Contractor must ensure that all civil, electrical, and mechanical engineering designs and drawings are certified by a licensed professional engineer.

4.6.3 Contractor-Provided Site Preparation

As ordered via task order, the Contractor must perform site work in specified Government facilities to prepare that site for the installation of Contractor-supplied and installed equipment.  Otherwise, site preparation activities will be performed by the Government in accordance with Section C paragraph 3.2.3.

4.6.4 
Implementation Planning

As ordered under the corresponding CLIN specified in Section B, the Contractor must prepare a Site Specific Implementation Plan (SSIP) (CDRL F007) to document site survey results, equipment installation, verification and cutover actions.  If a site survey is not ordered, the Contractor must develop the SSIP from information derived from site surveys at similar sites and site specific information provided by the Government.  If the planned implementation corresponds to a campus environment or other grouping of interdependent sites as specified by the FAA, the Contractor shall provide a consolidated implementation plan in a single delivery of CDRL F007.

The SSIP must address specific implementation issues applicable at the site(s), steps required to ensure integration with the enterprise architecture, and the Contractor’s approach to minimizing disruption to the FAA’s administrative functions supported by FAVES systems and equipment.
4.6.5 Installation and Integration of System Upgrades and New Systems

The Contractor must provide all resources necessary to install equipment and materials obtained under the FAVES program.  The Contractor must perform equipment installation in accordance with the approved SSIP if one has been ordered by the Government.  Installation of new systems may occur in relation to FAA “special projects” such as the relocation of major facilities or the commissioning of new facilities.

4.6.5.1 Regulatory Compliance

In the implementation of FAVES systems and equipment, the Contractor must be responsible for compliance with all applicable Federal, state and local environmental, safety and construction regulations.  For installations at Government facilities, the Contractor must comply with the applicable documents listed in Table 2-1.

4.6.5.2 As-Built Drawings

As ordered by the Government, the Contractor must provide As-Built Drawings in accordance with CDRL F008 for each site where FAVES systems and equipment are installed and/or upgraded by the Contractor.  As-Built Drawings for individual sites and campus environments (consisting of multiple sites) the corresponding CLINs specified in Section B. As-Built Drawings for the sites comprising a campus environment (as designated by the Government) must be provided under a single delivery of CDRL F008 when ordered by the Government. As-Built Drawings provided by the Contractor must be viewable in .DWG file format.

4.6.5.3 Cutover Support

The Contractor must support the cutover from legacy systems to new systems and equipment obtained under the FAVES program.  The Contractor must also support the cutover of new services and features upon implementation by the Contractor.  Cutovers must be performed in a planned and controlled manner with the least amount of disruption of existing services.  Cutover activity may be implemented in a phased manner, upon successful completion of required testing and training.  Cutover dates and times must be coordinated with the Government-designated points-of-contact.

4.6.5.4 Clean-up and Disposal

Upon completion of installation and/or construction activities, the Contractor must be responsible for clean-up and disposal of any shipping crates, packing materials, and related items not required for the operation of FAVES systems and equipment.

In addition, the Contractor must de-install old telephony systems and equipment once the period of parallel operations with new FAVES systems has concluded.  The Contractor must prepare the old telephony systems and equipment for dispositioning by Government which may include refurbishment, relocation, disposal, or surplusing. 

4.7 Configuration Management

The Contractor must be responsible for all aspects of configuration management including hardware, software, processes, and documentation associated with the systems and equipment obtained under the FAVES program.  The scope of activities performed under Configuration Management includes, but is not limited to:  

· Updating router/switch configurations;

· Updating software and firmware;

· Tracking and management of license agreements;

· Managing and updating existing numbering plans and developing/implementing new numbering plans as needed;

· Modifying the IP addressing scheme;

· Adding or moving CPE;

· Changing the network configuration;

· Tracking QOS implementations to ensure they are properly configured to support FAVES traffic on the FAA WAN and LANs;

· Optimizing network routes for voice traffic; and

· Network Address Translation (NAT) or Port Address Translation (PAT) management.

The Contractor must ensure that common platforms are deployed and standardized configurations are maintained to the greatest extent possible while also accounting for site-specific conditions. 
4.7.1 Contractor-Initiated Changes

The Contractor must notify the Government at least 45 calendar days in advance of any planned changes that could adversely affect administrative telephony services, including but not limited to, hardware upgrades, software patches/upgrades, security patches, firmware revisions, and changes to improve performance or prevent future failures.  The Contractor must obtain concurrence from the Government at least 10 calendar days prior to instituting the change.  

For all Contractor-initiated changes, the Government must have the right to require the Contractor to provide the reasons for the changes proposed and the schedule for implementation.  Any changes made by the Contractor that result in system degradation/deficiencies, erroneous billing, or that impair interoperability within or among Government networks or systems, must be rectified at no cost to the Government.  In anticipation of these situations, the Contractor’s implementation planning must include contingency measures so the Government can revert back to the previous capability if the change does not function as required.

The Government will consider waivers of the 45-day advanced notification period to handle emergencies on an individual case basis.

The Contractor must provide a summary of completed configuration changes in the Monthly Status Report (CDRL F001a). 

4.7.2 Government-Initiated Changes

The Contractor must provide the capability for authorized FAA personnel to have limited system administration privileges for implementing non-CM affecting changes including, but not limited to:
· “soft” moves, adds, and changes
; and 
· the activation of optional features for existing users.  
4.7.3 Inventory Tracking and Management

The Contractor must maintain an asset record for each hardware and software component comprising the FAA’s administrative voice enterprise for which the Contractor has maintenance and operations responsibility.  The Contractor’s configuration management tool must track the following information for each asset at a minimum:  

· Manufacturer

· Model

· Serial number

· Unique asset ID

· Physical location or person/organization to whom it is assigned (for mobile assets)

· Maintenance history

· Current configuration

· Current Software/Firmware Versions

· Current IP/MAC addresses of SoftPhones

The Contractor must label all systems and equipment located in Government facilities with tag that contains the item’s unique identification number.  

The Contractor must provide the Government with an electronic copy of their inventory configuration database upon request. 

4.7.4 Service Configuration Analysis and Reporting

The Contractor must review switching and routing schemes employed by systems and platforms within the scope of the FAVES program.  At a minimum, the Contractor must review the switching and routing designs to ensure efficient utilization of WAN and PSTN resources.   The Contractor must summarize the switching and routing schemes and the physical routing of individual service types provided at core sites comprising the FAA’s administrative voice enterprise in the Service Configuration Report (CDRL F009).  Core sites are identified in Attachment J.2 (Inventory).  The Service Configuration Report must highlight configuration changes since the previous release of the report. 

The Contractor must provide electronic copies of service configuration data for import into Government information systems in a Government-specified format.

As ordered via task order, the Contractor must develop on-line interface between Contractor and Government information systems in accordance with applicable security requirements.  

4.7.5 E911 and Government Emergency Telecommunications Service

The Contractor is responsible for maintaining a 911 (emergency) calling database and ensuring that it is updated on a daily basis as needed to reflect changes within the FAVES enterprise.  The Contractor must also ensure that the Government Emergency Telecommunications Service (GETS) is accessible through FAVES.
4.7.6 Dialing Plans 

The Contractor must establish and maintain an Enterprise Dialing Plan that describes the enterprise-wide extension/number dialing plan strategy. The Enterprise Dialing Plan must include the phone numbers for all FAVES service delivery locations and encompass on-net, off-net local, long distance, and international dialing schemes. Additional feature buttons, access codes requirements, and requirements for digit stripping, where needed, must be identified in the plan.  It must also identify National Emergency Number(s) and class of service (CoS) restrictions by extension.  

The Enterprise Dialing Plan must conform to the North American Numbering Plan (NANP) and be consistent with the FAA’s existing dialing plan.  The Enterprise Dialing Plan must be approved by the Government. The Enterprise Dialing Plan must support no less than 75,000 stations and must be able to expand to a maximum of 125,000 stations.  The Enterprise Dialing Plan must allow offices with more than 100 stations to keep their existing numbers.  Smaller offices may be assigned new numbers.
The Enterprise Dialing Plan must be current with all North American Numbering Plan (NANP) changes and will be compatible with the GSA/Networx, local exchange (Local Access and Transport Area [LATA]), and inter-exchange (inter-LATA) networks.  The Enterprise Dialing Plan must ensure efficient use of government and public networks, support E911 number tracking, and be compatible with existing equipment configurations.  

Additional details with respect to Enterprise Dialing Plan requirements are defined in Appendix B of the FAVES Technical Specification (Attachment J.1).

4.7.7 Exchange of Electronic Data

As ordered by Task Order, the Contractor must prepare and submit an Electronic Data Interchange (EDI) Interface Control Document (CDRL F015) to support the electronic interchange of data with Government information systems. Specific applications may include but are not limited to:

· FAVES service requirements and associated funding information;

· FAVES inventory data (e.g., equipment, services, and features implemented by LID/FAC); and

· FAVES invoice data.

Upon Government approval of a specific ICD, the Contractor must produce the data in the agreed upon formats and file types for ingest by the designated Government information systems at the Government-specified intervals (e.g., daily, monthly, etc.).

4.8 Operations and Maintenance

The Contractor is responsible for the operation, maintenance, and repair of systems implemented under the FAVES contract and equipment items provided to the Contractor as Government-furnished items
 as referenced in paragraph 3.1.7.1.  The Contractor must provide all labor, supervision, materials, equipment, tools, and appliances required for FAVES operation and maintenance. Maintenance actions include preventive maintenance as well as corrective maintenance when an equipment failure occurs. Contractor personnel must be qualified and certified to work on the systems they maintain. The Contractor must also adhere to the terms and conditions of Section H.33 for the control of government furnished property for which the Contractor has operations and maintenance responsibility.

4.8.1 Maintenance Planning

As ordered by the Government, the Contractor must provide a Maintenance Plan (CDRL F010) that identifies the Contractor’s maintenance organization(s) for FAVES and describes the approach, processes, and procedures to be used to successfully maintain the FAVES administrative voice enterprise. The plan must address provisions for service continuity and service restoration.

The Contractor must coordinate all maintenance activities with the Government prior to conducting maintenance at Government facilities.  The Contractor must not proceed with maintenance actions until authorized by the Government. 

4.8.2 Customer Service Representatives

The Contactor must identify a Customer Service Representative (CSR) and an alternate point-of-contact for every site where FAVES services are provided.  The Contractor must identify the geographic scope of sites assigned to each CSR.  

4.8.3 Field Technical Support

4.8.3.1 Dedicated On-Site Support

As ordered under the corresponding CLIN specified in Section B, the Contractor must provide on-site field technical support on a full-time basis.  The Contractor Field Technicians must be qualified to perform new software installations or system upgrades and maintenance activity (preventive and routine) and any MAC activity requested.  In the case of multiple competing task assignments, or in emergencies, the FAA SR will prioritize the order of repairs or restoration of services where possible. The Contractor must ensure that contract personnel are in compliance with established site security requirements. Field Technicians may support multiple FAA facilities that are in close proximity where appropriate.  For periods when assigned on-site support are unavailable due to vacation or extended absences related to illness, training, or other causes, the Contractor must provide replacement resources to ensure continuity of support at the site.  

4.8.3.2 Short-term On-Site Support

As ordered under the corresponding CLIN specified in Section B, the Contractor must provide on-site support on a short-term basis immediately following the installation of new equipment/services or major system software upgrades/enhancements.  The length of this support must be mutually agreed upon by the FAA and the Contractor in advance and must be included in the base price of the installation or upgrade.

4.8.3.3 On-Call Support

The Contractor must provide one of two basic field maintenance coverage levels:  

Level 1:  On-call service technician support seven days per week, 24 hours per day, including all holidays (7 X 24 X 365).  

Level 2:  On-call service technician support for weekdays, Monday through Friday, 8am to 5PM (Local time), excluding evenings, weekends, and holidays.  

The Government will specify the level of support required when ordering FAVES services at a particular location.  Sites with dedicated on-site support must receive Level 2 on-call support for periods when the on-site support is unavailable.

4.8.4 Preventive Maintenance

The Contractor must perform preventive maintenance necessary to ensure that systems and equipment operated under the FAVES program remain in operational condition in accordance with the minimum operational lifetime requirements defined in Section 3 of the FAVES Technical Specification. Preventive maintenance includes, but is not limited to:

· routine cleaning, testing, and adjusting of system components; 

· verification of batteries and battery sub-systems in terms of capacity and expected remaining life

· replacing worn parts; 

· updating software and firmware to the latest release; 

· maintaining local dialing plan databases and tables for E911 call mapping/referral; and,

· updating FAVES systems with newly established NPA/NXX codes and changes to existing NPA/NXX codes.

The Contractor must schedule preventive maintenance activities and must obtain concurrence from the Government at least 10 calendar days prior to performing any preventive maintenance activity that could adversely affect administrative telephony services.  Should preventive maintenance activity require partial or full service interruption, it must be performed during low traffic periods, normally after business hours or over weekend as coordinated and mutually agreed to by the Contractor and the FAA.  The Government reserves the right to delay or cancel any service interruption at any time prior to the commencement of preventive or corrective maintenance activity.  

With respect to Contractor-provided or Government-furnished battery systems, the Contractor must conduct visual inspections of batteries on a monthly basis and capacity/load tests on a quarterly basis. The visual inspections must check for, at a minimum: cracks, swelling, leakage, cover distortion, corrosion, and positive-post-growth of all battery cells. Battery inspections and capacity/load tests must be scheduled and performed under normal conditions and during normal business hours unless mutually agreed upon by the Government and the Contractor to after normal business hours.  The Contractor must convey the results of visual inspections and capacity/load tests through the Monthly Status Report (CDRL F001a) and identify any recommended actions.

For any test platforms or systems maintained by the Contractor, the Contractor must ensure that they are maintained in a condition consistent with FAVES equipment in use at Government facilities.  

4.8.5 Enterprise Monitoring

The Contractor must establish and maintain a Enterprise Operations Control Center (EOCC) that is responsible for managing and coordinating all operations and maintenance activities including but not limited to remotely-initiated diagnostics, uploads, and reconfigurations.  As part of assuming maintenance responsibilities for PBXs previously managed under the VTS contract, the FAVES Contractor must provide a 24 X 7 real-time monitoring capability for those systems and generate alerts for EOCC operators when failures or anomalies are detected.  The Contractor must expand this capability to include the FAVES enterprise solution as it is implemented. 

The Contractor’s EOCC operators must open trouble tickets based upon trouble reports, periodically update the status of service outages at a frequency of at least once every three hours, and notify FAA points-of-contact within 15 minutes when trouble tickets are closed.  Closed trouble reports must be annotated to explain the cause of the trouble and the remedial actions taken by the Contractor or other parties with whom the Contractor engaged to support the resolution of the trouble.

4.8.6 Service Restoration

Upon notification of a service outage, the Contractor must initiate trouble-shooting (either through on-site tools or remote diagnostics) and perform the actions necessary to restore the service when the outage is determined to have been caused by Contractor-maintained systems.  The Contractor is responsible for supplying all tools, spares (including “crash kits” if deemed necessary), and test equipment needed to complete the required corrective maintenance actions.

If required based on the nature of the service outage, the Contractor must coordinate restoration actions with the FAA IT organization, the FAA’s WAN provider, and/or the FAA’s National Service Center (NSC).

4.8.6.1 Routine Corrective Maintenance 

Routine corrective maintenance is any action that does not meet the conditions outlined in Section C paragraphs 4.8.6.2 and 4.8.6.3 for when a more urgent response is required.  Routine corrective maintenance may be deferred until after normal working hours.  Routine corrective maintenance actions, if in response to a trouble reported from midnight to noon local time, must be initiated during that business day.  If in response to a trouble reported between noon and midnight local time, routine corrective maintenance must be initiated no later than the close of business the following business day.  The timeframes for initiating routine corrective maintenance actions must coincide with the level of on-site or on-call support that the Government has ordered for the affected sites.

With respect to Contractor-provided or Government-furnished battery systems, the Contractor must develop a life cycle replacement plan for battery systems (to be included in Maintenance Plan F010) and replace batteries that do not achieve an 85% capacity rating or better when load tested.

4.8.6.2 Emergency Corrective Maintenance

Emergency corrective maintenance is required when any of the following conditions exist:   

a) Loss of greater than 5% or 20 station lines;

b) Loss of more than 10% of available trunking;

c) Loss of power failure backup services;

d) Loss of any systems, consoles, or networks involving the conference bridge system;

e) Loss of any services, equipment, or software associated with the FAA Operational Control Centers (OCCs) unless otherwise directed by the FAVES Program Manager or Contracting Officer;

f) Any other conditions deemed an emergency by the FAA.

Emergency corrective maintenance actions and restoration of service must be initiated  within 1 hour excluding allowances for Customer Time as defined in Section 3 of the FAVES Technical Specification.   

If the reported problem can not been remedied by the EOCC, dispatch of a maintenance support technician must occur within one hour of the notification of the problem to the EOCC and the maintenance support technician must be on-site within 4 hours of dispatch.

4.8.6.3 Catastrophic Disruption of Service

Catastrophic situations, whether natural or man-made, are defined as those events completely incapacitating any part of FAVES including but not limited to EOCC systems and teleconferencing systems. Upon notification of a catastrophic failure, the Contractor must contact the FAVES COTR without delay and restore functionality as soon as possible and no longer than the timeframe required for Emergency Corrective maintenance as defined in Section C paragraph 4.8.6.2.

4.8.7 Spare Parts and Equipment

For repair purposes, the Contractor must maintain an inventory of equipment and spare parts to perform required maintenance actions at all locations included in the scope of this contract within the required timeframes specified in Section C paragraph 4.8.6.  This includes, but is not limited to, all necessary spare parts and materials for any router/switch, conference bridge, ACD, IVR, and all ancillary equipment obtained under the FAVES program or furnished to the Contractor by the Government. The Contractor must periodically check spare parts to ensure they remain in working order and their software/firmware revisions are consistent with replaceable units implemented within the operational system.

Allowances for storage of spare parts and equipment at Government facilities will be determined in accordance with Section 3.1.1.  

The FAA may maintain spare equipment for use by the Contractor to expedite or enhance the system repair process.  Should the Contractor utilize government furnished equipment or spares for which the Government retains inventory control responsibility, the Contractor must replace all such equipment with new equipment within five (5) business days unless otherwise negotiated with the FAA.  

4.8.8 Material Damaged During Transport

Repairs that are required due to damage during transportation to Government sites when the transport is provided by the Contractor must be performed at the Contractor’s expense.  The Government will be responsible for the cost of repairs that are required due to damage during transportation to Government sites when the transport is provided by the Government or a third party engaged by the Government to provide the transport.

4.8.9 Patches and Upgrades

The Contractor must provide and maintain all software patches, releases, and upgrades offered by manufacturers as an integral portion of their product support.  This activity is considered a part of the preventive maintenance responsibility of the Contractor and must be conducted as follows:

a. All software/firmware version updates provided by the developer;

b. All signature and rule databases for virus scanning, intrusion detection and other similar security services must be updated within 24 hours after release of the update; and,

c. In response to specific security incidents or events, (internal and/or external to the FAA administrative voice enterprise) signature and rule databases for computer virus scanning, intrusion detection and other similar security services must be updated more frequently, as required (hourly or daily).

The Contractor must provide a summary of completed patches and upgrades in the Monthly Status Report (F001a).

4.9 Customer Support

The Contractor must provide Customer Support services that are accessible via toll-free phone access and e-mail, Web portal, or other means as agreed to by the Government.

4.9.1 Customer Support Services

The Contractor must provide the following Customer Support services: 

a) Provide technical assistance and support including responding to questions related to Contractor-provided user guides and manufacturer-provided operating manuals.

b) Accept reports of problems regarding administrative telephony systems/services and initiate the appropriate actions to resolve the problems.

c) Provide advice and assistance for the reporting and handling of security incidents.  

d) Provide a voice mailbox for “after normal business hours” callers to leave messages that will be addressed the next business day.

e) Provide a secure web site for FAVES services users and system administrators to set personal calling preferences, retrieve messages, and perform configuration management. [optional]

f) As requested by the Government, the Contractor must coordinate in real-time with the FAA the effort to restore FAVES services within the scope of the FAVES contract when the FAA declares the failure to be a “Significant Event.”  For this purpose, the Contractor must establish a telephone conference bridge with the points-of-contact at affected facilities and other stakeholders as identified by the Government.  The conference bridge must be maintained for the duration of the outage.  
4.9.2 Hours of Operation

The Contractor must make the functions listed in Section 4.9.1 available to the Government during the business day, defined as the period from 7:00 am to 5:00 pm local time, Monday through Friday, except on Federal Holidays for users of administrative voice services provided under the FAVES program.

4.9.3 Performance

During the hours of operation listed in Section 4.9.2, FAVES Customer Support Services must meet the following performance requirements:
a) Blocked calls must not exceed one per one hundred attempts.

b) Waiting Time: All incoming calls must be answered by a Customer Support Service representative ready to accept a function or information request within 30 seconds 95% of the time.

c) Once answered by a Customer Support Service representative, calls must not be placed on hold until the function or information request has been made by the caller and logged by the representative. If appropriate based on the nature of the trouble report, remote access should be established with the calling/reporting site to check site parameters/configuration and resolve the issue during the call to the customer support function if possible.

d) E-mail acknowledgements:  Inquiries submitted to the Customer Support Service via e-mail must be acknowledged within 15 minutes.

e) Requested Information:  The Contractor must provide the requested information to the requesting individual within one hour of obtaining the information requested.  

4.9.4 Record Keeping and Reporting

The Contractor must maintain a log of all calls and e-mails received by Customer Support Service in a database.  At a minimum, the log must contain the following data elements for each inquiry made to Customer Support Service: date and time received, pickup time, waiting time, name and telephone number or e-mail address of the person submitting the request, a description of the request, the action taken, results of any diagnostic tests performed, result/response provided to the individual who originated the request, service time
, date and time the result/response was provided, and the method used to provide the results (i.e. e-mail, fax, phone call, etc).  

The Contractor must deliver
 this log to the Government within 30 days after receipt of a written request by the Government.

4.9.5 Customer Support Service Request Volume

The Contractor must identify monthly call volume statistics in the Monthly Status Report (CDRL F001a) and report on actual performance in comparison to the requirements outlined in Section C paragraph 4.9.3.

4.10 Moves, Adds, and Changes

The Contractor must reconfigure systems comprising the FAA administrative voice enterprise to support service moves, adds, and changes as ordered by the Government under the price schedule defined in Section B. 

There will be no additional labor charge to the Government for:

· Moves, adds, and changes that can be accomplished without requiring the presence of a technician on-site; and

· Moves, adds, and changes at sites where the Contractor already provides on-site support under SOW paragraph 4.8.3

Routine move, add, and change (MAC) activities must be scheduled in advance and coordinated with the FAA SR and must be completed in accordance with the timeframes specified in Section F.  As ordered under the corresponding CLIN specified in Section B, the Government may elect to expedite the completion of routine moves, adds, and changes.  The Contractor must also support emergency requests for MAC activity on best-effort basis.  The types of MAC requests may include but are not limited to:

· Requests for new service;

· Deactivation of service;

· Password resets;

· Relocation of user stations/telephones within a particular facility or campus environment; and

· Reassignment of telephone numbers to a different location consistent with the enterprise-level numbering plan.

Station moves may include, but are not necessarily limited to:

· De-installing equipment 

· Removing cables 

· Reconnecting  cables

· Establishing cross-connects

· Reinstalling the station(s)

· Updating IP addresses

· Reconfiguring FAVES equipment

· Reactivating service

The Contractor must schedule the completion of MAC requests separate from normally scheduled maintenance or repair visits unless agreed to in advance by the Government. The FAA Contracting Officer or designated representative will request MAC activity and authorize work completion and billing.  

The Contractor must prevent unauthorized modification of existing services while provisioning and testing new/updated services.

The Contractor must report on the monthly volume of moves, adds, and changes within the Monthly Status Report (CDRL F001a).  The Contractor must identify any moves, adds, and changes that the Contractor was unable to complete as planned and cite the reason for the delay in completion.

4.11 Security Management

4.11.1 FAVES Security Planning

The Contractor must develop and maintain an Information Systems Security Plan (ISSP) for FAVES in accordance with CDRL F011.  The Contractor must update the ISSP annually for the first 4 years following contract award, then every 3 years thereafter.

4.11.2 Systems Security Management

(a) The Contractor must implement, operate, and maintain security practices and provide safeguards to systems and equipment obtained under the FAVES program, minimize susceptibility to security attacks, and prevent unauthorized access. 

(b) The Contractor must provide safeguards to prevent denial of service attacks, hackers, worms, or viruses from denying legitimate users accessing FAVES services.

(c) The Contractor must provide an intrusion detection capability in accordance with the FAVES Technical Specification to preclude unauthorized use of FAVES services.

(d) The Contractor must ensure that unauthorized parties cannot eavesdrop or intercept FAVES services.

(e) The Contractor must ensure security practices and policies are updated and audited regularly. 

(f) As set forth in the approved Information Systems Security Plan (F011), the Contractor must ensure that sensitive data, software, and hardware are protected from unauthorized disclosure, access, modification, or corruption.

(g) The Contractor must provide a credential management scheme to include but not limited to:

· Hard tokens

· Digital Certificates

· Hardware encryption keys

(h) The Contractor must comply with NIST Special Publications 800-18, Guide for Development of Security Plans for Information Technology Systems.

(i) The Contractor must comply with NIST 800-53 Rev 2 Security Requirements.

(j) The Contractor must not permit interconnection between networks carrying FAVES services and networks carrying other traffic without formal FAA Program Office approval in advance.  The Contractor must ensure the isolation between FAVES components and NAS systems.

(k) The Contractor must provide a security management function to monitor the security status of FAVES and apply the required security controls.

(l) The Contractor must automate and integrate auditing, analysis, and reporting into an overall process for investigation and response to suspicious activities.

(m) The Contractor must provide and manage access controls.

(n) The Contractor must ensure system/information integrity and provide protection against malicious code.

(o) The Contractor must ensure system/information availability.

(p) The Contractor must comply with verbal or written requests from authorized persons from the FAVES Program Office only to activate or revoke security credentials for access privileges.  All verbal requests will be formally confirmed within 5 business days. 

i) Revocation of access privileges must be accomplished within one hour after notification from an authorized person from the FAA Program Office.

ii) Access activation, delivery of credentials and any necessary access software, firmware or hardware must be accomplished within 5 business days after notification.

(r) All Contractor and subcontractor personnel are required to participate in annual Security Awareness Training (SAT).

4.11.3 Security Monitoring

(a) The Contractor’s security management function must perform 24 X 7 real-time monitoring of the security status of the FAVES enterprise.

(b) The Contractor must ensure that event logs and traffic statistics are sent to the Contractor’s security management center via secure means.

(c) The Contractor must establish and maintain a trouble ticket system to support the tracking, diagnosis, and resolution of security incidents.

(d) The Contractor must employ defense mechanisms to detect and accurately stop attacks. These mechanisms include, but are not limited to, pattern-matching; protocol/traffic anomaly review; and stateful, deep-packet, and multi-packet inspection. 

4.11.4 Vulnerability Scans and Remediation

The Contractor must perform scans to identify network vulnerabilities. The Contractor must allow scans to be scheduled in order to minimize any potential disruption to agency business activities. The Contractor must employ other analytical means to ascertain the existence of vulnerabilities if a particular scan is potentially disruptive and cannot be scheduled to minimize its impact.

When vulnerabilities are identified, the Contractor must notify the designated Government point-of-contact and propose appropriate countermeasures, fixes, patches, and workarounds.   If immediate action is required, the Contractor service must implement corrective actions to secure the network.  These measures must include but not be limited to the following, as applicable:

· Automatic termination of affected connections

· Blocking traffic from the originating host

· Disconnecting ports

· Fixing the vulnerability

· Focusing monitoring capabilities on suspicious areas

· Forwarding, limiting, or discarding malicious traffic

· Modifying configurations

4.11.5 Incident Detection and Handling

(a) The Contractor must notify Government-designated points-of-contact of suspected and/or confirmed security incidents (e.g., unauthorized access of FAVES systems or services and detected security anomalies) within 15 minutes of detection via e-mail, telephone, or other means as directed.

(b) The Contractor must report the details of security incidents in a FAVES Security Incident Report (CDRL F012).  

(c) The Contractor must perform an analysis to determine the scope and impact of incidents.

(d) The Contractor must coordinate the response to security incidents with Government-designated points-of-contact (e.g., CMSC, Agency information systems security managers, etc.).  

(e) The Contractor must provide countermeasures to contain the security incident, limit its spread, and protect internal systems.  The Contractor must provide dedicated support until resolution of the problem. The Contractor must recommend the fixes and the appropriate procedures to guard against future attacks at all similarly configured locations.

(f) Once the security incident has been resolved, the Contractor must be responsible for testing affected FAVES systems and restoring them to their normal operational state.

(g) The Contractor must collect forensic data and provide it to the Government as requested to support post-incident investigations.  The Contractor must handle and preserve the data collected so that it may be used as evidence in administrative actions and legal proceedings. 

4.11.6 Security Configuration Management

(a) The Contractor must perform configuration and change management, including modifying the following attributes, as applicable and as requested by the Government:

· Filtering and blocking requirements

· Firewall policies and rules

· Virtual Private Networks (VPNs) characteristics

· IP Hosts and telephony servers 

· User groups

(b) In coordination with the FAA IT organization and FAA WAN provider, the Contractor must verify the integrity and authenticate the source of all routing and switching table updates.

(c) The Contractor must verify the integrity and authenticate the source of all changes to security management information.

(d) Contractor personnel must not be able to repudiate changes to the configuration of the network or security management devices.

(e) The Contractor must not be able to repudiate any supplied or developed hardware, firmware or software used to provide FAVES services.

(f) The Contractor must authenticate the source of all software and firmware used to provide FAVES services.

(g) The Contractor must maintain the current status of the inventory of components comprising the FAVES security monitoring capability and provide that information to the Government in the FAVES System Characterization Document (F013). 

(h) The Contractor must test and deploy the latest patches and bug fixes as soon as they become available and are approved by the Government
(i) The Contractor must respond within 24 hours to Government requests for a detailed list of inventory changes since the most recent release of the System Characterization Document.  The response must follow the format of CDRL F013 but will be limited to information that has changed since the most recent delivery of F013.

4.11.7 Contingency and Disaster Recovery Measures Plan and Procedures 

(a) The Contractor must provide a Contingency and Disaster Recovery Measures Plan and Procedures (CDRL F014) for FAA administrative telephony services support by systems and equipment obtained under the FAVES program. 

(b) The Contractor must maintain and utilize contact lists for FAA and Contractor management and staff required to execute the measures identified in the Contingency and Disaster Recovery Measures Plan and Procedures (CDRL F014).

(c) The Contractor must test and update the disaster recovery plan on an annual basis.

(d) The Contractor must formally coordinate the annual disaster recovery test with the FAA Program Office at least 60 calendar days in advance of the actual test.

(e) When an event addressed by the Contingency and Disaster Recovery Measures Plan and Procedures (CDRL F014) occurs, the Contractor must establish a telephone conference bridge with the points-of-contact at affected facilities and other stakeholders as identified by the Government.  The conference bridge must be maintained for the duration of the event unless otherwise instructed by the Government.

4.11.8 Security Certification and Authorization

(a) The Contractor must support activities necessary to achieve and sustain FAA security certification and authorization by the Government Designated Approving Authority (DAA) in accordance with FAA Order 1370.82A. 

(b) The Contractor must formally certify that all FAA security requirements applicable to systems and equipment obtained under the FAVES program have been fully satisfied.  

(c) The Security Certification Package must be periodically submitted as follows:

(1) Prior to the commencement of new services;

(2) Whenever a major technical or environmental change may impact the security posture of the system, to include new or upgraded services;

(3) Whenever a major security breach has been resolved;

(4) Whenever a new federal mandate changes the security requirements;

(5) Every three years after the initial certification.

4.11.9 Personnel Security
The Contractor must comply with the personnel security requirements as specified in FAA Order 1600.1D, Personnel Security Program and FAA Order 1600.72 Contractor and Industrial Security Program.

Contractor and subcontractor personnel requesting a personalized identification badge for accessing DOT facilities will be required to complete FAA Standard Form 85P, Questionnaire for Public Trust Positions.

The Contractor must ensure that personnel who occupy positions designated as computer/automated data processing sensitive must be appropriately cleared and granted access prior to occupying such a position, in accordance with Clause I.13-6 of Section I. 

4.11.10 Credential Management 
(a) The Contractor must perform credential management to support the authentication of: (i) Government personnel responsible for the administration of FAVES services; and (ii) users of SoftPhones provided and supported under the FAVES contract. The Contractor must set-up and issue token devices to the designated set of Government personnel/users as requested.  Examples of user authentication tokens include:

· Token card with or without PIN pad

· Key fob

(b) Access activation, delivery of credentials and any necessary access software, firmware or hardware must be accomplished within 5 government working days of submitting the request to the Contractor.

(c) The Contractor must also host and administer PKI certificates including but not limited to certificate issuance, registration, validation, and management.

4.11.11 Physical Security

4.11.11.1 General Physical Security Requirements

(a) Government Facilities

The Contractor must comply with site-specific physical security requirements, procedures, and processes established by the FAA in accordance with FAA Order 1600.6 and FAA Order 1600.69.  

(b) Non-Government Facilities

If systems comprising the FAVES enterprise are developed, housed, or operated within non-Government facilities, the Contractor must implement physical security measures to comply with all FAA physical security requirements applicable to systems and equipment obtained under the FAVES program.

4.11.11.2 Site Inspections 

As ordered via task order, the Contractor must support Government and/or Contractor site inspections conducted by Government representatives or Contractors designated by the Government.  Site inspections will encompass inspections of information systems, operational, physical, and personnel security.  

4.11.12  Security Decommissioning and Disposal
As set forth in the approved Information Systems Security Plan (F011), the Contractor must ensure that all sensitive data contained on hardware and storage media is no longer readable upon decommissioning of those items.

4.12 System Orientation

As ordered via Task Order, the Contractor must provide the FAA system administrators with an in depth orientation briefing on the set-up, configuration, operation, and maintenance of systems and equipment operated and maintained under the FAVES program.  Each orientation briefing for system administrators must be specific to an individual hardware platform.  The duration of orientation briefings for system administrators is to be proposed (TBP).  The Contractor must provide: (a) a hardcopy of system administrator orientation briefing materials; and (b) an electronic copy of those materials that is available via a Contractor or Government website.

As ordered via Task Order, the Contractor must provide an orientation briefing for new system users on all functions, capabilities, and features available through user station equipment operated and maintained under the FAVES program.  The user orientation briefings must be no longer than 2 hours in length and address new system features as they are introduced so that the user orientation briefing can serve as a refresher for existing users.  The Contractor must provide a hardcopy of user orientation briefing materials at no additional cost to the Government.
� The scope of what constitutes a campus environment is defined in Section 1.5 of the FAVES Technical Specification.


� If the FAVES Contractor cannot be designated as the ordering authority due to potential conflict of interest issues, the Government will retain ordering authority.


� If the FAVES Contractor cannot be designated as the ordering authority due to potential conflict of interest issues, the Government will retain ordering authority.


� Implementation of the Contractor’s Enterprise solution at an existing campus environment will be performed under the scope of work defined in SOW paragraph 4.3.2.


� A major system upgrade or system expansion is one that affects more than 10% of the users supported by the particular system.


� “Soft” MACs are those that do not require physical changes to FAVES telephony platforms such as the addition of processor/controller cards or uploads of software/firmware.


� For FAVES, softphones (if required) will be implemented via a Contractor-provided software application on Government-furnished computer equipment. Softphones enable users to make calls via their computer rather than traditional telephone stations.  


� Equipment items include hardware, software, and firmware.


� Service Time is defined as the time from receipt of the request until the item is closed.


� If the Contractor elects to establish a Web Portal as part of its Customer Support function, log information may be provided via the Web Portal.






