FAVES SIR


Attachment J.1

FAA Administrative Voice Enterprise Services

(FAVES)

Technical Specification


May 15, 2009
Table of Contents

11
Introduction

1.1
Purpose
1
1.2
Document Overview
1
1.3
Geographic Scope
1
1.4
Assumptions and Guidelines
2
1.5
Definitions
2
2
Reference Documents
4
2.1
FAA Standard, Orders, and Other Government Directives
4
2.2
Industry and Commercial Standards
6
2.3
Order of Precedence
8
3
Enterprise-level Requirements
9
3.1
Enterprise Architecture
9
3.2
Performance
9
3.2.1
Transmission Quality Requirements
10
3.2.2
Grade of Service Requirements
11
3.2.3
Customer Time
12
3.3
Survivability and Recovery
12
3.4
Warranty Period
12
3.5
Scalability
12
3.6
Compatibility
13
3.7
Interoperability
13
3.8
Conformity to Standards
13
3.9
Non-domestic Services
14
4
Customer Premise Equipment Requirements
15
4.1
General Facility Requirements
15
4.1.1
Equipment and Environmental Requirements
15
4.1.2
Limited and Distributed Space
15
4.1.3
Dimension, Weight, and Space Limitation
15
4.1.3.1
Wall Space
15
4.1.4
National Electrical Code (NEC)
15
4.1.5
Health and Safety
15
4.1.6
Mechanical
16
4.1.6.1
CPE Placement
16
4.1.6.2
SDP Physical Interfaces
16
4.1.6.3
Power Connections
16
4.1.6.4
Acoustic Noise
16
4.1.6.5
Ventilation
16
4.1.6.6
Fire Resistance
16
4.1.7
Electrical Interface to Government Power Sources
16
4.1.7.1
Types of Power
16
4.1.7.2
Power Conditions
17
4.1.7.3
Overload Protection
17
4.1.8
Environmental
17
4.1.8.1
Indoor Operating Environment
17
4.1.8.2
Earthquake
17
4.1.8.3
Electromagnetic Compatibility
17
4.2
Installation Requirements
17
4.2.1
General
17
4.2.2
Equipment Mounting
18
4.2.2.1
Cable Routing
18
4.2.2.2
Seismic Safety
18
4.2.3
Power
18
4.2.3.1
Standby Power
18
4.2.4
Power Wiring
18
4.2.4.1
Standard Power Wiring
18
4.2.4.2
Equipment Grounding
18
4.3
Equipment Identification
18
4.3.1
Labeling
18
4.3.2
Cable Marking
19
4.4
Specific Requirements by Type of CPE
19
4.4.1
Standard Telephone Stations
19
4.4.2
Private Branch Exchanges (PBXs)
19
4.4.3
Miscellaneous Equipment
19
5
Functional Requirements
21
5.1
Telephony Services
21
5.1.1
Basic Service Capabilities
21
5.1.2
Telephony Service Features
22
5.1.3
Basic Telephony Service User-to-Network Interfaces
22
5.1.4
Standards Compliance
23
5.1.5
Connectivity and Interoperability Requirements
24
5.2
Conferencing Services
24
5.2.1
Conferencing Basic Capabilities
25
5.2.1.1
Conference Bridging
25
5.2.1.2
Conference Set-up
25
5.2.1.3
Conference Reservation System
25
5.2.2
Conferencing Features
27
5.2.3
Conferencing Interface Requirements
28
5.2.4
Conferencing Standards Compliance
28
5.2.5
Conferencing Connectivity and Interoperability
28
5.3
Gateway Functionality
29
5.3.1
PSTN Gateway
29
5.3.2
Enterprise Gateway
29
5.4
Call Center Services
29
5.4.1
Call Center Services Basic Capabilities
29
5.4.2
Call Center Services Advanced Capabilities
30
5.4.2.1
Call Recording and Monitoring (CRM)
30
5.4.2.2
Interactive Voice Response
31
5.4.2.3
Routing Based on Database Query
32
5.4.2.4
Office Locator Database Application
32
5.4.2.5
Speech Recognition
32
6
System Monitoring and Control
33
6.1
Performance Monitoring
33
6.1.1
Service Performance Alarms
34
6.1.2
Service Performance Data
35
6.1.3
Service Usage Data
35
6.2
System Control
35
6.3
Performance Status Reporting
36
6.3.1
Real-Time Performance Status Reporting
36
6.3.2
Performance Status Summary Reporting
36
6.4
Trouble Ticketing
36
6.5
Service Reference Information
37
6.5.1
Service Configuration Information
37
6.5.2
Site Information
38
6.5.3
Service Verification Information
38
6.6
Logging and Archiving
38
7
Reporting Requirements
39
7.1
Call Detail Records
39
7.2
Call Center Reporting Requirements
39
7.2.1
Real-time Reporting
39
7.2.2
Summary Reporting
40
8
Security Requirements
41
8.1
Compliance with Standards and Policies
41
8.2
Performance Requirements
41
8.3
Connectivity and Interoperability Requirements
42
8.4
Security Functions
42
8.4.1
Monitoring and Reporting
42
8.4.2
Firewall
45
8.4.2.1
Firewall - Basic Capabilities
45
8.4.2.2
Firewall Features
46
8.4.3
Intrusion Detection and Prevention
47
8.4.4
Vulnerability Scanning
48
8.4.5
Virus Detection and Removal
49
8.4.6
User Authentication
49
8.4.6.1
Token-Based Authentication
49
8.4.6.2
Certificate-Based Authentication
50
8.4.6.3
Authentication Features
50
8.4.6.4
Authentication Standards
50
APPENDIX A: DEFINITIONS of BASIC TELEPHONY CAPABILITIES AND FEATURES
A-1
APPENDIX B: DIALING PLAN REQUIREMENTS
B-1


1 Introduction
1.1 Purpose

This document describes the technical, functional, and performance requirements for FAA Administrative Voice Enterprise System (FAVES).  The scope of FAVES will initially be limited to the FAA existing inventory of “legacy” Administrative Voices Switches and Conference Bridges previously maintained under the Voice Telecommunications Services (VTS) contract.  However, during the FAVES period of performance, the FAA will be replacing legacy systems and migrating to a modern enterprise solution.  All systems operated and maintained under the FAVES contract are subject to the requirements set forth in this specification regardless of whether they were government-furnished items or newly procured under the FAVES contract.  
The Contractor may request a waiver from requirements that can not be met by legacy infrastructure and/or propose tech refreshes or upgrades that will bring the system into compliance.  
1.2 Document Overview

The remainder of this specification is organized as follows:

Section 2
Reference Documents - Lists the standards, specifications, and other policy documents that are applicable to FAVES.

Section 3
Enterprise-Level Requirements – Defines the enterprise-level requirements applicable to FAVES including performance parameters such as availability, latency, etc. 
Section 4
CPE Requirements – Defines the technical specifications that FAVES equipment located at Government facilities must comply with.  
Section 5
Functional Requirements – Identifies the basic services that are in scope to be supported by FAVES and defines the required set of capabilities, features, and interface requirements that must be met by each service.

Section 6
Enterprise Monitoring Requirements – Defines the enterprise monitoring requirements that must be met in support of FAVES operations.  

Section 7
Reporting Requirements – Defines platform-based reporting requirements such as call detail records that FAVES must be capable of supporting.

Section 8
Security Requirements - Defines required FAVES security management capabilities including monitoring, intrusion detection, and incident reporting/handling.   
1.3 Geographic Scope

The FAVES contractor must provide services for both domestic and non-domestic locations. Current locations are listed in Attachment J.6, Inventory Summary, although the locations requiring services under FAVES may change over time and the Government may not order services under FAVES for all the locations listed in Attachment J.6.  
1.4 Assumptions and Guidelines
The requirements contained within this technical specification apply to the Contractor’s enterprise solution.  Government-furnished items for which the Contractor assumes maintenance and operations responsibility are exempted from these requirements unless otherwise noted.  If the Government elects to have the Contractor premises-based systems prior to implementation of the enterprise solution, the premises-based systems must meet the requirements defined in this specification unless otherwise noted.  The Contractor’s Enterprise Operations and Control Center must meet the requirements defined in Section 6 of this specification for both the legacy environment and the enterprise architecture.
1.5 Definitions

Call .  A call is a user-initiated attempt to establish a dial-up connection with another station.

Types of Calls.  There are two types of FAVES calls: on-net and off-net.  

On-Net Calls.  Calls from a FAVES SDP to another FAVES SDP are on-net calls. Calls initiated to access system functions/features (e.g., voice mail) are also defined as on-net calls.
Off-Net Calls.  Calls involving two or more stations, at least one of which is connected to a FAVES SDP and at least one of which is not, are off-net calls.  

User.  A FAVES user is an individual or system that places and/or receives calls via FAVES equipment platforms.
Service Delivery Point. A FAVES service delivery point (SDP) is the physical or logical point at which a telephony service is delivered by the contractor to the Government or its designated agent. The SDP is the point at which performance parameters are measured to determine compliance with the contract, and the point used by the contractor to identify the pricing for services rendered.

SDPs may be located on or off FAA premises. Possible SDP locations include but are not limited to:

(a) Network side of a Private Branch Exchange (PBX), Central Office, Centrex system, or other communications system or network.

(b) User side of contractor-provided access facilities (e.g., gateway router).

(c) Standard carrier/user demarcation point.

(d) Minimum Point of Penetration (MPOP) [FCC defined demarcation point]

(e) Desktop (e.g., telephone set, personal computer [PC]).

(f) Contractor’s POP.

(g) Wireless phones and satellite earth stations.

Services may or may not have a physical SDP, depending on the characteristics of the individual services.

User station.  Terminal equipment used to place and receive calls.

SoftPhone.  A SoftPhone is the implementation of calling functions through a software application on general purpose computer so that calls can be made over the Internet or private IP network rather than using the PSTN and traditional telephone equipment. 

Campus Environment. A campus environment is defined as a collection of service delivery points dispersed across multiple physical locations (i.e., buildings) that share capabilities hosted at any location on the campus. The simple extension of FAVES services hosted at one physical location to another physical location does not constitute a campus environment, but multiple facilities within close proximity may be designated by the Government as a “campus environment.” Specific examples of campus environments include but are not necessarily limited to:
· the FAA aeronautical center in Oklahoma City,

· the William J. Hughes Technical Center in Atlantic City, and

· FAA Headquarters offices in Washington, DC.
Calls between stations on the same campus can typically be completed by dialing a 4 or 5-digit extension. 

2 Reference Documents
2.1 FAA Standard, Orders, and Other Government Directives
	Identifier
	Title

	FAA-G-2100H 

()
	Electronic Equipment, General Requirements

	FAA-STD-019E

() 
	Lightning Protection, Grounding, Bonding and Shielding Requirements for Facilities

	FAA-C-1217F

(Feb 16, 1996)
	Electrical Work, Interior

	MIL-STD-1472F

(Aug. 29, 1999)
	Human Engineering

	FAA Order 6580.3A

(Nov. 1993)
	Remote Communications Facilities Installations Standards Handbook

	FAA Order 6630.4A (Jul 1999)
	Enroute Communications Handbook

	FAA Order 6650.9

(Oct. 1991)
	Requirements for Area Control Facility (ACF) Under the Floor Cabling

	FAA Order 6950.2D

(Oct. 1998)
	Electrical Power Policy Implementation at National Airspace Systems Facilities

	FAA Order 6950.25A (Jul 1998)
	Use of Electrical Power Conditioning Devices at FAA Facilities

	FAA Order 6950.27 (Oct 1994)
	Short Circuit Analysis and Protective Devices Coordination Study

	
	FAA Acquisition Management System (AMS)  http://fast.faa.gov 

	29 CFR 1903-1910 and 1926 (Oct 2001)
	Title 29, Labor, Chapter XVII – Occupational Safety and Health Administration, Department of Labor, Parts (a) – (g)

	47 CFR Part 68

(Jan. 01, 2005)
	Part 68 - Connection of Terminal Equipment to the Telephone Network

	47 CFR
	Code of Federal Regulations (CFR) - 1990 Telecommunications.  Title 47, Part 15, FCC rules and regulations regarding unlicensed rf radiation


	Identifier 
	Title

	DISA VOIP STIG V2R2
	Voice Over IP (VOIP) Security Technical Implementation Guide, April 2006.

	FAA Order 1370.82A 
	Information Systems Security Program, September 11, 2006

	FAA Order 1600.1E 
	Personnel Security Program, July 25, 2005

	FAA Order 1600.2
	Safeguarding Controls and Procedures for Classified National Security Information and Sensitive Unclassified Information

	FAA Order 1600.6E 
	Physical Security Management Program, March 11, 2004

	FAA Order 1600.69A 
	FAA Facilities Security Management Program

	FAA Order 1600.72 
	Contractor and Industrial Security Program, April 4, 2001

	FAA Policy Memorandum ATS-SEC-99-001 
	Safeguarding and Control of Classified and Sensitive Information, 23 Sep. 1999  

	FAA Policy Memorandum ACP-300-99-001
	Safeguarding and Control of Sensitive Security Information (SSI), 30 Nov. 1998

	
	FAA Information Security Certification and Accreditation (C&A) Handbook, March 2008

	E-Government Act of 2002 
	Title III: Information Security - Federal Information Security Management Act of 2002.

	NIST FIPS 199 
	Standards for Security Categorization of Federal Information and Information Systems, December 2003.

	NIST FIPS 200  
	Minimum Security Requirements for Federal Information and Information Systems, March 2006.

	NIST Special Publication 800-13 
	Telecommunications Security Guidelines for Telecommunications Management Network, October 1995

	NIST Special Publication 800-18, Revision 1 
	Guide for Development of Security Plans for Information Technology Systems, February 2006

	NIST SP 800-37 
	Guide for the Security Certification and Accreditation of Federal Information Systems, May 2004

	NIST SP 800-52 
	Guidelines for the Selection and Use of Transport Layer Security (TLS) Implementations, June 2005

	NIST SP 800-53 rev. 2 
	Recommended Security Controls for Federal Information Systems, December 2007

	NIST SP 800-58
	Security Considerations for Voice Over IP Systems, January 2005.

	NIST SP 800-60 v2 - Volume II
	Appendixes to Guide for Mapping Types of Information and Information Systems to Security Categories, June 2004

	NIST SP 800-61 rev 1
	Computer Security Incident Handling Guide, March 2008

	NIST SP 800-63 
	Electronic Authentication Guideline: Recommendations of the National Institute of Standards and Technology, April 2006

	OMB Memorandum M-03-19 
	Reporting Instructions for the Federal Information Security Management Act and Updated Guidance on Quarterly IT Security Reporting, August 6, 2003

	OMB Memorandum M-04-04 
	E-Authentication Guidance for Federal Agencies, December 16, 2003

	OMB Memorandum M-06-15 
	Safeguarding Personally Identifiable Information, May 22, 2006

	OMB Memorandum M-06-16 
	Protection of Sensitive Agency Information, June 23, 2006

	OMB Memorandum M-06-18 
	Acquisition of Products and Services for Implementation of HSPD-12, June 30, 2006

	OMB Memorandum M-06-19 
	Reporting Incidents Involving Personally Identifiable Information and Incorporating the Cost for Security in Agency Information Technology Investments, July 12, 2006

	OMB Memorandum M-06-20 - FY 2006
	Reporting Instructions for the Federal Information Security Management Act and Agency Privacy Management, July 17, 2006

	OMB Memorandum M-07-16
	Safeguarding Against and Responding to the Breach of Personally Identifiable Information, May 22, 2007

	OMB Memorandum M-08-05 
	Implementation of Trusted Internet Connections (TIC), November 20, 2007

	
	FAA Information System Security Architecture (ISSA), version 2.0 (Draft), September 28, 2001.

	
	NSA Information Assurance Technical Framework (IATF), version 3.0, September 30, 2000.

	FAA Order 1600.72
	Contractor and Industrial Security Program, April 4, 2001

	DOT Handbook 1350.2
	Departmental Information Resources Management Manual, Information Systems Security Program, January 2006

	DOT H 1350.250 Series
	Departmental Information Protection Planning

	DOT H 1350.260 
	Departmental Guide to Protecting Information Technology

	DOT Handbook 10-202
	Departmental Guide to Network Security, April 24, 2002

	DOT Memorandum
	Federal Information Security Management Act, DOT Guidelines, August 2003

	DOT 2006-22
	Implementation of DOT's Protection of Sensitive Personally Identifiable Information (SPII), October 11, 2006

	DOT Information Technology and Information Assurance Policy Number 034
	Reporting Cyber Security Incidents and Sensitive Personally Identifiable Information (SPII) Exposures, December 31, 2007

	FAA Order 1600.72 
	Contractor and Industrial Security Program, April 4, 2001

	FAA Order 1600.73 
	Contractor & Industrial Security Program Operating Procedures, November 30, 2000

	FAA Order 1370.81A 
	Electronic Mail, May 13, 2002

	FAA Order 1370.83
	Internet Access Point, February 8, 2001

	FAA Order 1370.84
	Internet Services, March 4, 2002

	FAA Order 1370.85
	Software Release, February 26, 2002

	FAA Order 1370.89 
	Information Operations Conditions, August 25, 2003

	FAA Order 1370.90 
	Internet Access Point Configuration Management, August 1, 2003

	FAA Order 1370.91 
	Patch Management, May 19, 2004

	FAA Order 1370.92 
	Password & Pin Management, June 28, 2004

	FAA Order 1370.93
	Web Management, August 17, 2004

	FAA Order 1370.95 
	Wide Area Network Connectivity Security, September 12, 2006

	FAA Order 1370.96
	ATO System Access Control, April 17, 2007

	FAA Order 1370.98
	ATO IT Infrastructure Requirements for Non-FAA Connectivity, April 17, 2007

	FAA Order 1370.99
	ATO NAS ISS Patch Management, April 17, 2007

	FAA Order 1375.1C 
	Data Management Policy, June 20, 2001


2.2 Industry and Commercial Standards

	Identifier 
	Title

	ANSI T1.403

(1999)
	Telecommunications - Network-to-Customer Installation - DSI Metallic Interface ATIS

	ANSI T1.410

(1992)
	Telecommunications - Carrier-to-Customer Metallic Interface – Digital Data at 64kbit/s and sub rates ATIS

	ANSI/EIA/TIA-RS232-C
(Aug. 1969)
	Interface Between Data Terminal Equipment and Data Communication Equipment Employing Serial Binary Data Interchange 

	ANSI/EIA/TIA-RS232-D

(1989)
	Interface Between Data Terminal Equipment and Data Communication Equipment Employing Serial Binary Data Interchange 

	ANSI/EIA/TIA-RS232-E

	Interface Between Data Terminal Equipment and Data Communication Equipment Employing Serial Binary Data Interchange 

	ANSI/EIA/TIA-449

	High Speed 25-Position Interface for Data Terminal Equipment and Data Circuit-Terminating Equipment, Including Alternate 26-Position Connector )

	ANSI/EIA-530
(Mar. 1987)
	High Speed 25-Position Interface for Data Terminal Equipment and Data Circuit-Terminating Equipment 

	ANSI/EIA/TIA-530-A
(June 1992)
	High Speed 25-Position Interface for Data Terminal Equipment and Data Circuit-Terminating Equipment, Including Alternate 26-Position Connector 

	ANSI/EIA/TIA-464-C-1 (June 2004)
	Requirements for Private Branch Exchange (PBX) Switching Equipment

	Bellcore GR-342-CORE (December 1995)
	High-Capacity Digital Special Access Service - Transmission Parameter Limits and Interface Combinations 

	Bellcore TR–TSY–000754

(July 1990)
	ISDN Primary Rate Access Transport System Requirements

	Bellcore TR-NWT-000335 

(May 1993)
	Voice Grade Special Access Service Transmission Parameter Limits and Interface Combinations

	Bellcore/Telcordia

GR-3055 (March 2000)
	Voice over Packet: NGN Access Gateway Generic Requirements

	Bellcore/Telcordia

GR-3060 (April 2000)
	Framework Generic Requirements for Voice over Packet (VoP) Network Services

	Bellcore/Telcordia

GR-3113 (Oct 2005)
	Generic Requirements for a Local Location Information Server (LIS) to Support E9-1-1 Originating Location Information for IP Centrex/IP PBX

	Telcordia SR-2275

(October 2000)
	Telcordia Notes on the Networks

	EIA-310-D (Sep 1992)
	Cabinets, Racks, Panels, and Associated Equipment

	ITU-T, G. 107 (Mar 2005)
	The E-model, a Computational Model for Use in Transmission Planning

	ITU-T G.711
	Pulse code modulation (PCM) of voice frequencies

	ITU-T G.726
	CCITT Recommendation G.726 (1990), General Aspects of Digital Transmission Systems, Terminal Equipment - 40, 32, 24,16 Kbit/s Adaptive Differential Pulse Code Modulation (ADPCM).

	ITU-T G.729

(January 2007)
	Coding of speech at 8 Kbit/s using conjugate-structure algebraic-code-excited linear prediction (CS-ACELP)

	ITU-T H.323

(June 2006)
	Packet-based multimedia communications systems 

	ITU-T P.862 (Nov 2005)
	Perceptual evaluation of speech quality (PESQ): An objective method for end-to-end speech quality assessment of narrow-band telephone networks and speech codecs (Amendment 2)

	ITU- T T.38

(April 2007)
	Procedures for real-time Group 3 facsimile communication over IP networks

	IETF RFC 1889

(January 1996)
	RTP: A Transport Protocol for Real-Time Applications

	IETF RFC 3261

(June 2002)
	SIP: Session Initiation Protocol

	IETF RFC 3319

(July 2003)
	Dynamic Host Configuration Protocol (DHCPv6) Options for Session Initiation Protocol (SIP) Servers

	IETF RFC 3325

(November 2002)
	Private Extensions to the Session Initiation Protocol (SIP) for Asserted Identity within Trusted Networks.

	IETF RFC 3372

(September 2002)
	Session Initiation Protocol for Telephones (SIP-T): Context and Architectures

	IETF RFC 3666

(December 2003)
	Session Initiation Protocol (SIP) Public Switched Telephone Network (PSTN) Call Flows

	IETF RFC 3690

(February 2004)
	IP Telephony Requirements for Emergency Telecommunication Service (ETS)

	IETF RFC 4458

(April 2006)


	Session Initiation Protocol (SIP) URIs for Applications such as Voicemail and Interactive Voice Response (IVR)

	UBC
(1997)
	Uniform Building Code 

	BOCA
(1999)
	National Building Code 

	SBCCI
(1997)
	Standard Building Code 

	NFPA 70

(2002)
	National Electrical Code




2.3 Order of Precedence

In case of a conflict between the body of this document and the above documentation, the requirements within the body of this document must take precedence. 
Where multiple standards are cited, the order of precedence must be as follows unless otherwise noted:

1. FAA Orders and Policies

2. Federal Information Processing Standards

3. Other Federal Standards

4. Federal Telecommunications Recommendations (FTRs)

5. Industry forums (e.g., North American Integrated Services Digital Network (ISDN) Users Forum [NIUF], Frame Relay Forum, Asynchronous Transfer Mode Forum [ATMF])

6. Internet Activities Board (IAB)

7. ANSI, Electronic Industries Association [EIA], Institute for Electrical and Electronic Engineers (IEEE), Insulated Cable Engineers Association (ICEA), National Electric Code (NEC), Telecommunications Industry Association [TIA] Telecommunications Industry Forum (TCIF), and Underwriters Laboratories (UL) standards

8. Bellcore

9. International Telecommunications Union-Telecommunications Service Sector (ITU-TSS)

10. Proprietary standards

The Government reserves the right to waive the standards requirement for any service or system function.

In case of a conflict between requirements in the above documentation which is not specifically arbitrated within the body of this document, the FAVES Contracting Officer will determine the precedence. 

3 Enterprise-level Requirements

The Contractor is responsible for all aspects of performance, security, interconnectivity, and interoperability of systems, equipment, and services provided under the FAVES contract.  The Contractor’s responsibility is defined from SDP to SDP.  When the PSTN or Government-furnished local networks (wide area or local area) are used, the FAVES contractor is still responsible for SDP-to-SDP performance, but an allocation/budget is made to the PSTN or Government-furnished WAN/LAN and the Contractor’s performance is measured by subtracting the greater of the (a) the amount allocated to the PSTN or Government-furnished WAN/LAN; and (b) the actual performance of the PSTN or Government-furnished WAN/LAN. Allowances for “Customer Time” are also defined in Section 3.2.3. The Government or its service providers are responsible for the security of WAN and LAN services.
3.1 Enterprise Architecture

The contractor must implement an enterprise architecture that delivers the required services and features at FAA-specified service delivery points, makes full and effective use of Government-furnished capabilities, uses the contractor’s services and facilities in a cost-effective manner, interfaces with the Public Switched Network (PSTN) in a manner that meets the requirements of the Statement of Work, is scalable and robust, and is compatible with FAA legacy infrastructure when required for continuity of service. The enterprise architecture must be adaptable to meet demands for new services as facilities are consolidated or relocated, new technological capabilities emerge, and user needs change.  
3.2 Performance

The contractor must deliver services at a performance level equal to or greater than what is available commercially.  Thus, if the available commercial performance parameter is more demanding than the minimum acceptable level specified in this contract, the available commercial performance parameter will prevail. 

The performance measures defined for FAVES include:

· Availability – Measured end-to-end and calculated as a percentage of the total reporting interval time that the enterprise, system, or services operationally available to the Government.  Each calendar month is defined as a reporting interval.

The availability is calculated as follows:
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Total uptime is the total amount of time the service is available within a one-month period.  Total downtime is the total amount of time that the service is unavailable within a one-month period excluding Customer Time as defined in Section 3.2.3.  Total downtime includes scheduled maintenance downtime if the service is unavailable for use. 
· Time to Respond (TTR) – The maximum time allowed for the Contractor to respond to an outage and initiate restoration.
· Call Blocking – The percentage of call attempts that are not successfully completed.

· Voice Quality – Audio quality of voice calls measured in terms of the mean opinion score (MOS). The MOS provides a numerical indication of the perceived quality of received media after compression and/or transmission. The MOS is expressed as a single number in the range 1 to 5, where 1 is lowest perceived audio quality, and 5 is the highest perceived audio quality measurement. .
Specific FAVES performance requirements are defined below in Table 3.2-1.
Table 3.2-1.  FAVES Performance Requirements
	Performance Measure
	FAVES Performance Requirement
	Allowance for Government-furnished WAN/LAN

	Enterprise Availability (Note 1)
	> 99.999%
	See Customer Time definition in Section 3.2.3

	System Availability (Note 2)
	> 99.9%
	See Customer Time definition in Section 3.2.3

	Service Availability (Note 3)
	> 99.5%
	See Customer Time definition in Section 3.2.3

	Time to Respond - Routine
	Reported prior to noon local time: 

Same business day

Reported after noon local time:

Next business day before noon
	N/A

	Time to Respond - Emergency
	Dispatch not required:  1 hour

Dispatch required:      4 hours
	N/A

	Call blocking
	See Table 3.2-2
	N/A

	Voice Quality
	See Section 5.1.2
	Dependent upon specification  of service class used


Notes:
1. Enterprise Availability is defined as the availability of the Contractor’s enterprise solution and capabilities/ functions shared across the enterprise.  Downtime in the calculation of Enterprise Availability refers to when the capability/function is unavailable for use on an enterprise-wide basis. No exception for outages occurring after normal business hours is allowed for the calculation of Enterprise Availability.
2. System Availability is defined as the availability of Premises-based systems and capabilities/functions supporting a specific facility or campus environment.

3. Service Availability is defined as the availability of an individual FAVES service delivered to a distinct SDP.

3.2.1 Transmission Quality Requirements

The performance of FAVES telephony services must comply with the following transmission quality specifications:

(a) Analog transmission values and ranges set forth in Section 7, Transmission, BOC Notes on the LEC Networks (Standards:  ANSI /TIA/EIA-464-C-1 for PBX trunk service and Bellcore Pub SR-2275 for other analog services);
(b) Digital transmission values and ranges set forth in the High-Capacity Digital Special Access Service - Transmission Parameter Limits and Interface Combinations (Standard:  Bellcore Pub TR-TSY-000754 or Bellcore Pub GR-342-CORE); and
(c) The grade of service requirements specified in Table 3.2-2 for the Busy Season Busy Hour (BSBH). All blocking probabilities must be calculated using the Erlang B formula.
If a FAVES service does not meet these transmission quality requirements, it is deemed to be in an outage condition and unavailable for use.

3.2.2 Grade of Service Requirements

FAVES must meet the Grade of Service requirements defined in Table 3.2-2.  To the extent that meeting particular Grade of Service requirements is dependent upon the PSTN and/or the Government-furnished WAN or LANs, the Contractor is responsible for advising the Government on the sizing of trunks and other connections to meet the requirements listed below. 
Table 3.2-2.  Grade of Service Requirements

	Type of Connection
	Grade of Service Required

	Terminating access Trunk‑to‑SDP
	P.01

	Local exchange network to FAVES
	P.01

	FTS2001/Networx POP to FAVES
	P.03

	Originating access SDP-to-trunk
	P.01 (after dial tone)

	FAVES to local telephone company(s) 
	P.01

	FAVES to FTS2001/Networx POP
	P.03

	Dial tone delay

	Less than 1 percent ( 3 seconds

	Post Dial Delay
	Less than 1 percent ( 5 seconds

	Intra Switching Module calls for  each FAVES Switching Module
	Nonblocking

	Intra Switch blocking probability for each FAVES switch
	P.005


The performance provided must always be at a level not less than what is generally available commercially at no additional cost to the Government. Thus, if the available commercial performance parameter is more demanding than the minimum acceptable level specified in this contract, the available commercial performance parameter must prevail.
3.2.3 Customer Time 

Customer Time is defined as the portion of downtime that is Government’s responsibility and/or beyond the control of the Contractor.  Customer Time includes:
a. The FAA or its representative is unable to provide access to a site (or chooses to delay site access – when site access is required to restore the service; 

b. FAA doesn't respond to requests for additional information and such information is necessary in order to restore the service; 

c. Outages attributable to PSTN service disruptions or Government-furnished network services;

d. Failure of government assets affecting service; 

e. The outage is a direct result of an Excusable Delay as defined in AMS clause 3.10.6-7; or 
f. The FAA authorizes it for other reasons.

For outages of services requiring a “Next Business Day” response, the portion of downtime occurring outside normal business hours is also excluded from the service availability calculation. 
3.3 Survivability and Recovery
FAVES must be survivable such that, in the event of failure of any system or component (including Government-furnished WAN connectivity), the system must continue to function and will process calls.  FAVES must be sufficiently robust that failure of any single system or component will not cause loss of service to more than 20% of FAVES users.  In the event of a loss of Government-furnished WAN connectivity at a particular SDP location, the system must allow calls to be placed via the PSTN on a contingency basis.
3.4 Warranty Period

All equipment and components procured as a unit under this contract must be warranted for a period not less than the greater of: (a) the time specified in the original equipment manufacturer's warranty; and (b) one year.  Repair or replacement of any item during the warranty period must be at no cost to the Government, and the contractor must provide substitute equipment during the period of repair.  These rights must be in addition to those provided by FAR 52.246-19 (Warranty of Systems and Equipment – Section I.1.67), FAR 52.246-20 (Warranty of Services – Section I.10), and G.23 (Year 2000 Warranty of Data Processing Hardware, Software, Equipment and Systems).  

3.5 Scalability

FAVES must be scalable to accommodate increases in the capacity of any FAVES SDP location by a factor of at least 1.15 relative to service at time of contract award.   
3.6 Compatibility

FAVES must be compatible with commercial standard interfaces supported by the Government-furnished WAN service and legacy administrative voice equipment. Where proprietary or legacy systems/equipment exists and the Government requires compatibility with such systems/equipment, the Government will negotiate with the contractor on an individual-case basis.  Possible options in the latter case include upgrading the legacy equipment to commercial standard interfaces if feasible.

3.7 Interoperability 

FAVES must be interoperable with Government-designated telecommunications programs including FTI, FTS2001, and Networx.  FAVES must also interoperate with Inter-Exchange Carriers (IXCs) who terminate calls to Government users that are part of the FAVES enterprise. 
FAVES must support interoperability between new WAN trunks, Centrex-like lines, private line services and legacy services and features.  

To complement FAVES, the Government will use services and equipment to meet a range of telecommunications requirements, including local service, intra-Local Access and Transport Area (LATA) toll, inter-LATA access, inter-LATA transport, international voice/data transport, wireless, Internet.  FAVES must be interoperable with services and equipment provided by the Government-furnished WAN and local telephone companies. 

3.8 Conformity to Standards

In the Statement of Work and this specification, references are made to standards (including interim standards, Internet Engineering Task Force [IETF], Requests for Comments [RFCs], or defacto standards) as they exist at the time of issuing the SIR.  Compliance with the latest versions of these standards is expected throughout the duration of the contract.  Considering the evolving nature of standards in the telecommunications industry, discussions will be held semiannually between the contractor and the Government to assess the impact of any changes in standards affecting FAVES.  

At a minimum, services provided to the Government under FAVES must conform to the same standards as that of the contractor’s commercial offerings unless superseded by a more stringent Government-specified standard.  
3.9 Non-domestic Services

The contractor must supply services globally. Global coverage includes delivery of service from domestic SDPs to non-domestic SDPs, from non-domestic SDPs to domestic SDPs, and from non-domestic SDPs to non-domestic SDPs. The following requirements for numbering plan, features, performance, interfaces, security, and management and operations considerations that are applicable to the non-domestic services must supersede the corresponding requirements specified for the domestic services:

(a) Numbering Plan. The numbering plan for non-domestic locations must conform to country specific numbering plans.

(b) Features. All features identified as mandatory in each service description must be provided to non-domestic SDPs when they become commercially available in the areas involved.

(c) Dial-In. The contractor must support country-specific non-domestic PSTN numbers and/or toll-free numbers, if commercially available, for dial-in access of services.

(d) Performance. The key performance/indicators (i.e., KPI) in the performance metrics for each service between non-domestic SDPs or between domestic and non-domestic SDPs must be compliant with the best commercial values or practices for those parameters within the foreign (non-domestic) country(ies) and/or jurisdiction(s) hosting the non-domestic SDPs.

(e) Interfaces. When a service is delivered to an SDP at a non-domestic location, the User-to-Network Interface (UNI), i.e., interface type, payload data rate, protocol type, standard for the SDP must comply with the country-specific interface standards when delivering service to the country-specific Government equipment. However, if the Government equipment conforms to a North American standard, then the UNI standard at the SDP must comply with the North American standard where permitted by local law and regulations.

4  Customer Premise Equipment Requirements

Customer Premise Equipment (CPE) corresponds to any equipment located at Government facilities that supports the delivery of FAVES services and is maintained by the FAVES contractor.  This includes any equipment that may be used to simultaneously support FAVES services and services provided to other customers.

This section of the specification outlines general facility requirements that must be met by all CPE. In addition, specific requirements applicable to specific types of CPE are also identified below.  

4.1 General Facility Requirements

4.1.1 Equipment and Environmental Requirements

FAVES CPE must conform to the design and installation requirements delineated in the subsections below.  

4.1.2 Limited and Distributed Space 

Internal facility space, available for installation of FAVES equipment may be distributed throughout the facility. 

4.1.3 Dimension, Weight, and Space Limitation

FAVES CPE must be sized to permit access through a 36" X 84" doorway and installed in the space provided by the Government.  
Floor loading must be less than or equal to the rating of each facility slated for CPE. 

CPE must be mounted in standard racks such that the outside dimension of the combined width of each rack and the CPE mounted therein does not exceed a nominal 26.5 inches. 

Enclosures must have removable locking doors front and back.

4.1.3.1 Wall Space

FAVES CPE may utilize wall space as available within the facility.

4.1.4 National Electrical Code (NEC) 

FAVES CPE must comply with requirements stated in Section 610-57 of the National Fire Protection Agency (NFPA 70), and NEC 70E, Chapter 1, to provide sufficient space (clearance) to safely access and maintain the system.

4.1.5 Health and Safety

The FAVES CPE must comply with the personnel safety requirements listed in FAA-G-2100G, Section 3.3.5 and 29CFR 1903-1910.

4.1.6 Mechanical

4.1.6.1 CPE Placement 

FAVES CPE must be constructed and installed to allow ready access for operation, adjustment, calibration, monitoring, repair, replacement, and/or overhaul.  FAVES CPE must be installed in such a way to minimize the impact on the physical environment in which it is installed.

4.1.6.2 SDP Physical Interfaces 

FAVES CPE signal and power cables must be mechanically capable of interconnecting with the Government's designated SDPs and facility power panels.  Commercial and industry standard interfaces must be used.

4.1.6.3 Power Connections

Power connections with branch circuits must be consistent with FAA-C-1217F, FAA Order 6950.27, NFPA-70, and state and local codes.

4.1.6.4 Acoustic Noise

The total acoustic noise emanated by FAVES CPE that is installed in any FAVES user locations must not exceed the specifications defined in FAA-G-2100G, Section 3.3.6.1, Noise Criteria Requirement.

4.1.6.5 Ventilation

FAVES CPE installed in FAVES user locations must comply with the following cooling restrictions:

1. All ventilation openings must be designed and located to comply with electromagnetic interference requirements as specified in Section 4.1.8.3.

2. Air exhaust must be so directed that it will not inconvenience personnel or affect other equipment in the area.

3. Air filters must not project outside the equipment enclosure.

4.1.6.6 Fire Resistance

FTAVES CPE and cables must meet the fire resistance requirements of the NFPA 70, state government, local government, and local airport authority codes, as appropriate for the particular installation.

4.1.7 Electrical Interface to Government Power Sources

4.1.7.1 Types of Power

The FAVES CPE must operate on any of the following types of power as designated by the Government:

1. 120/240 VAC 60Hz nominal, single phase

2. 208/120 VAC 60 Hz nominal three phase

3. 240/120 VAC 60 Hz nominal three phase

4.1.7.2 Power Conditions 

The FAVES CPE must operate within the limits specified in FAA-G-2100G for

4. input power,
5. harmonic distortion, and

6. inrush current

4.1.7.3 Overload Protection 

FAVES CPE installed in FAVES user locations must use electrical overload protection devices.

4.1.8 Environmental

FAVES CPE must be capable of operating in the environment existing at FAVES user locations and must conform to safety requirements identified in Sections 4.1.8.2 and 4.1.8.3. 

4.1.8.1 Indoor Operating Environment

(a) FAVES CPE installed indoors at FAVES user locations must operate under the Indoor Operating Environments conditions specified in FAA-G-2100G.  

(b) FAVES CPE installed indoors at user locations must not require unique ventilation or cooling.  FAVES must comply with ASHRAE STD 55, Thermal Environment Conditions for Human Occupancy and ASHRAE STD 62, Ventilation for Acceptable Air Quality.

4.1.8.2 Earthquake

FAVES CPE must meet the earthquake protection requirements of the local and national building codes (Uniform Building Code - UBC, Sections 2330-2338, National Building Code - BOCA, and Standard Building Code - SBCCI).  Equipment design and construction and routing of the transmission media must conform to these codes.

4.1.8.3 Electromagnetic Compatibility

FAVES CPE must meet the following requirements:

7. Operate without causing malfunction or discernible electromagnetic interference to the operation of other equipment.
8. Not be susceptible to the operation of other equipment.
4.2 Installation Requirements

FAVES CPE must be installed at FAVES user locations in accordance with the requirements identified in Sections 4.2.1 through 4.2.3.4. 

4.2.1 General

FAVES CPE must be installed in accordance with the National Electrical Code (NFPA 70), FAA, state government, local government, and local airport authority codes and guidelines. 

4.2.2 Equipment Mounting 

FAVES CPE utilizing rack or cabinet mounting must use standard Electronic Industries Association-310 (EIA-310) rack mounting. 

In addition to using rack or cabinet mounting the following mounting may be used:

9. Wall mounting

10. Equipment packaged in stand-alone units.

4.2.2.1 Cable Routing 

Cables may be run in cable trays, in conduits, above ceiling tiles, or under raised, infinite-access floors. 

4.2.2.2 Seismic Safety

FAVES CPE mounting must meet current seismic safety and earthquake protection requirements of the local and national building codes (Uniform Building Code - UBC, Sections 2330-2338, National Building Code - BOCA, and Standard Building Code - SBCCI).

4.2.3 Power

4.2.3.1 Standby Power 

(a) FAVES-provided standby power systems that utilize batteries and battery compartments must be in accordance with FAA-G-2100G.
(b) Standby power systems must be included in the definition of CPE (Section 4.1.1) and must meet the requirements of Section 4.2.3. 

(c) As ordered by the Government, standby power must support FAVES operations for a period of at least1 hour at the given site.

4.2.4 Power Wiring

4.2.4.1 Standard Power Wiring

Power wiring must comply with the NEC NFPA 70 (1999). 
4.2.4.2 Equipment Grounding

FAVES CPE installed must comply with the grounding practices delineated in the NEC NFPA 70 (1999). 
4.3 Equipment Identification

4.3.1 Labeling 

All FAVES CPE, connectors, and cables must be labeled to identify them as part of FAVES.  Warning and danger markings, labels, or signs must be used where appropriate, in accordance with 29CFR 1910, Subpart S. 

4.3.2 Cable Marking

The equipment-grounding conductors must be appropriately color-coded.  All FAVES-provided cables must be clearly marked by indicating the following:

(a) The locations of the cable ends, including cabinet, and rack designators and connector designators 
(b) Unique cable identifier
4.4 Specific Requirements by Type of CPE

4.4.1 Standard Telephone Stations
(a) Telephone stations provided under FAVES must be equal to or better than the telephones commonly used in commercial business applications in quality, design, construction, and performance.  All telephone stations must meet the following criteria:

(b) The ringer must have a manual volume control without removing the housing.  
(c) The contractor’s customary colors for the telephone instruments must be available at no added cost.  
(d) Each telephone instrument must be provided with a minimum seven‑foot base cord with the appropriate connectors on both ends.  
(e) FAVES must provide telephone stations that meet the telecommunications access needs of the hearing impaired and other disabled persons in accordance with FCC 47 CFR Parts 64 and 68 (FCC Docket No. 83‑427, FCC 83‑565).

(f) Telephone sets must conform to EIA‑470 (Telephone Instruments with Loop Signaling for Voice Band Application) or EIA‑478 (Multiline Key Telephone Systems [KTS] for Voice Band Application).  Telephone stations must support the requirements specified in Section 5.1.   

(g) IP Telephony stations must support the requirements specified in Section 5.2.
4.4.2 Private Branch Exchanges (PBXs)

PBXs implemented under FAVES must support the basic capabilities and features listed Section 5.1.  FAVES PBXs must be compatible with the PSTN and the Government-furnished WAN.  FAVES PBXs must support IP Telephony requirements specified in Section 5.2.
4.4.3 Miscellaneous Equipment
The following miscellaneous equipment must be available:

(a) Portable conference units with speaker and microphone.  A portable audio teleconferencing unit that has a standard RJ‑11 or RJ-45 jack interfaces and a minimum of two microphones and one speaker.
(b) Network management terminals.  The contractor should provide network management terminals, which must consist of a PC and all other equipment, software, and firmware necessary to provide FAVES system operators with access to the full range of System Monitoring capabilities.   
(c) Attendant Consoles.  Attendant consoles must provide groups of users specified by the agency with distinct attendant groups for call extensions, call screening, and call completion assistance.  All attendant consoles must be installed by the contractor at buildings specified by the agency and must provide service to the station lines assigned to any user group regardless of where the station lines are located within the FAVES service area. Attendant consoles must be supplied with the necessary lightweight attendant and supervisor headsets and accessories and must be equipped with busy lamp indicators to identify an all trunk‑busy condition for each trunk group serviced by that attendant console group.  All features of the attendant console positions, including all visual indicators and control equipment, must be battery-powered to ensure continuous operation for up to eight hours in the event of a commercial AC power failure.  Where multiple attendant console positions are required, each console must have identical functions and features and have full access to all supported trunks and stations, including interposition transfer of calls.  Each attendant console must be equipped to receive incoming calls and must identify the calling party by station number, class of service, and trunk group.  Each attendant console must have at least six attendant loops to provide for station access to attendant, serving of incoming outside calls, and performing all attendant service functions.  Each console must be placed in‑service or taken out-of-service without affecting other consoles or system operations.  When a console is not staffed, all attendant calls must be routed to another active console serving the same user group or to a recorded announcement when all such consoles are inactive or busy.
5 Functional Requirements

5.1 Telephony Services
FAVES telephony services support connections for voice and analog data applications.  FAVES provide telephony services between FAVES SDPs as well as from any FAVES SDP to an IXC, Local Exchange Carrier (LEC), or CLEC POP.  
5.1.1 Basic Service Capabilities

(a) FAVES telephony services must conform to ANSI/EIA T1.101 and all applicable Bellcore, NIUF, and ANSI standards, primarily Bellcore's Bell Operating Company (BOC) Notes on the LEC Networks, NIUF National-1 (Bellcore Pub SR-NWT-001937), NIUF National-2 (Bellcore Pub SR-NWT-002120), and ANSI ISDN, and SS7 standards.  

(b) FAVES telephony services must provide the following basic capabilities:   
1. Enable users to establish and receive telephone calls between both on-net locations and the PSTN.

2. Support real time transport of voice, facsimile, and TDD communications.

3. Provide real time delivery of caller ID information (when provided from the originating party).

4. Interoperate with public network dial plans (North American Numbering Plan) and Direct Inward Dialing (DID) service.

5. Interoperate with private network dial plans and support direct station to station dialing.

6. Provide access to public directory and operator assistance services.

7. Provide the capability to identify the originating number of a caller, on a per call basis, and dial back to the originating number (call return).

8. Support multi-party conferencing.

9. Provide a transparent alternate routing capability (overflow and failover routing) to allow calls to route off-net (or “hop off”) from the FAVES enterprise to the PSTN when necessary.

10. Provide a routing prioritization scheme or class of service. Time sensitive IP Telephony packets must be assigned and treated at a higher priority than non real time sensitive services to mitigate potential call quality issues.

11. Support station mobility by enabling users to dynamically move their phones within the enterprise.
12. Comply with emergency service requirements, including 911 and E911 services, and identify the location of an originating station and route them to the appropriate Public Safety Answering Point (PSAP).

13. Enable users to obtain non-emergency service/assistance by dialing 311.  

14. Have the capability to traverse and successfully interoperate with Government firewalls and security layers. 

15. Meet a minimum quality level equivalent to or better than a Mean Opinion Score (MOS) of 4.0 as specified in ITU-T specification P.800 series when using the G.711 CODEC.

16. Comply with the Federal Communications Commission (FCC) Local Number Portability (LNP) requirements.

17. Provide a call routing capability between phone numbers and/or IP addresses.

18. Support dual tone multi frequency (DTMF) dialing and continued support of DTMF signaling for the duration of completed calls.
19. Detect and react to an off-hook condition over [TBP] seconds before reception of dialing information or after call disconnect.
(c) FAVES must support the generation of call detail records for each instance of when telephony services are used.  Section 7.1 identifies the required contents of call detail records. 
(d) FAVES must provide the option for individual user to retain their current telephone numbers when no in conflict with the enterprise level dialing plan.
5.1.2 Telephony Service Features 

Features are capabilities that may be separately implemented and used on an optional basis.  The complete set of required capabilities and features to be supported by FAVES telephony services is listed in Appendix A.  
5.1.3 Basic Telephony Service User-to-Network Interfaces

FAVES basic telephony services must support the following user-to-network interfaces at the SDP:

(a) Analog line, two-wire loop signaling at 4000 Hz bandwidth (300 to 3300 Hz).  Two-wire loop access circuits. (Standard:  Bellcore Pub SR-TSV-2275)

(b) Analog trunk at 4000 Hz bandwidth (300 to 3300 Hz) (for  incoming/outgoing/ two-way traffic; direct inward/outward dialing) (Standards: ANSI T1.102/103/403 and Bellcore Pub SR‑TSV-2275):

(c) Two-wire and four-wire access circuit with Dial Pulse/Dual Tone Multi-Frequency (DP/DTMF) pulsing (Standard:  Bellcore's BOC Notes on the LEC Networks [SR-TSV-2275])

(d) Signaling/supervision types:

1. Immediate start

2. Ground start

3. Loop start

4. Wink start

5. Delay dial

6. E&M types II,  III, and IV (Standard:  Bellcore's Notes on the LEC Network [SR‑TSV-2275])

(e) Digital trunk.  Incoming/outgoing/two-way traffic; direct inward/outward dialing.
(f) Channelized T1:  24 separate DS0 channels (56 kb/s line rate) (Standards:  Bellcore's BOC Notes on the LEC Networks [SR-TSV-2275] and ANSI/EIA T1.102/107/403.)

(g) ISDN PRI trunk (23 B + D):  An information-payload data rate of 1.472 Mb/s and ITU-TSS Q.931 signaling type. D channel cannot be shared by another ISDN PRI trunk. (Standards:  ANSI/EIA T1.607 and 610; NIUF National ISDN-1 [Bellcore Pub SR-NWT-001937], NIUF National ISDN-2 [Bellcore Pub SR-NWT-002120], and NIUF National ISDN-3 [Bellcore Pub SR-NWT-002457].)

(h) ISDN PRI trunk (24 B + 0 D):  An information-payload data rate of 1.536 Mb/s and ITU-TSS Q.931 signaling type.  Shares a D channel with another PRI trunk.  (Standards:  ANSI/EIAT1.607 and 610; NIUF National ISDN-1 [Bellcore Pub SR-NWT-001937], NIUF National ISDN-2 [Bellcore Pub SR-NWT-002120], and NIUF National ISDN-3 [Bellcore Pub SR-NWT-002457].)

(i) ISDN PRI trunk (23 B + D):  An information-payload data rate of 1.472 Mb/s and ITU-TSS Q.931 signaling type. D channel can be shared by another ISDN PRI trunk. (Standards:  ANSI/EIA T1.607 and 610; NIUF National ISDN-1 [Bellcore Pub SR-NWT-001937], NIUF National ISDN-2 [Bellcore Pub SR-NWT-002120], and NIUF National ISDN-3 [Bellcore Pub SR-NWT-002457].)
(j) Router or LAN Ethernet port: RJ-45 (Standard:  IEEE 802.3); Signaling types:  SIP, H.323, MGCP, or SCCP [Optional]
FAVES telephony services must interface with non-proprietary telephone instruments and fax machines.  FAVES telephony services must support the following user devices at a minimum:

(a) Analog phones

(b) Facsimile devices

(c) IP phones

(d) ISDN phones [Optional]

(e) PC client soft phones
5.1.4 Standards Compliance

FAVES telephony services must comply with the following standards as applicable. After award, the contractor may propose alternatives at no additional cost to the Government that meet or exceed the provisions of the standards listed below:

(a) IEEE 802.1p/q, 802.3x

(b) Internet Engineering Task Force (IETF) RFC 2132 for Dynamic Host Configuration Protocol (DHCP)

(c) IETF 3761 (ENUM), 3966

(d) IETF RFC’s for Internet Protocol (IP) IPv4. IPv6 when and where offered commercially by the contractor.

(e) IETF RFC 2474,2475 DiffServ

(f) ITU-T E.164 as interpreted by the Industry Number Committee of Alliance for Telecommunications Industry Solutions (ATIS).

(g) ITU-T G.107

(h) ITU-T G.711
(i) ITU-T G.723.x [Optional], G.726 [Optional], G.728 [Optional], or G.729.x [Optional]
(j) ITU-T H.248.1 (MEGACO), H.323, H.350 when and where offered commercially by the contractor.

(k) ITU-T Q.700 series recommendations for Signaling System No. 7

(l) ITU-T T.30, T.37, and T.38

(m) Lightweight Directory Access Protocol (LDAP)

(n) Media Gateway Control Protocol (MGCP) IETF RFC 3435 when and where offered commercially by the contractor.

(o) Real-Time Transport Protocol (RTP) IETF RFC 3550

(p) Session Initiation Protocol (SIP) IETF RFC 3261 when and where offered commercially by the contractor.

(q) Transmission Control Protocol (TCP) IETF RFC 793

(r) User Datagram Protocol (UDP) IETF RFC 768

(s) FCC Orders as issued

The contractor must comply with new versions, amendments, and modifications made to the above listed documents and standards when offered commercially.
5.1.5 Connectivity and Interoperability Requirements 

FAVES telephony services must connect to and interoperate with:

(a) The Public Switched Telephone Network (PSTN);

(b) Local Area Networks (LANs) within facilities where FAVES IP Telephony Services are delivered; and

(c) The Government-furnished WAN.

5.2 Conferencing Services

Conferencing Services enable participants to engage in multi-point conference calls. The audio connection from the conference participants to the conference-bridge may be provided by Basic Telephony Services or IP Telephony Services.  Video conferencing services may also be provided as an optional feature.
5.2.1 Conferencing Basic Capabilities

FAVES Conferencing Services must provide the basic capabilities defined in the following subsections. Once implemented, conference calling capabilities must be available to Government users without the intervention of contractor personnel.
5.2.1.1 Conference Bridging

The Conference Bridging capability must allow selective two-way or one-way conversations between conferencing ports; i.e., it must allow a subset of conferees to participate in a two-way conference while the remaining conferees are listeners only. During the conduct of a conference call, the addition of a party to, or the deletion of a party from, the conference call must be indicated by a tone or by a verbal announcement. 
5.2.1.2 Conference Set-up

FAVES must support the following conference set-up capabilities:

(a) User-Controlled Conference. This capability must allow authorized users and users with an authorization-code/calling-card to establish a conference call by dialing a designated number to access the service. If calling card is used, all charges must be billed against the calling card. The following two automated modes of user-initiated conferencing capabilities must be supported:

1. Meet-Me Conference - This capability must allow each user to be connected into a conference call by dialing a designated number and authorization code at a predetermined time or as directed by the operator. For recurring meet-me conferences, FAVES must permit the participants to reuse the same dial access number and authorization code and allow bookings of recurring conferences in three month increments (e.g., every Monday morning at 10:00 AM for the next three months).

2. Preset Conference - This capability must allow an authorized user to activate a previously defined conference with associated conferees by dialing an access number followed by an authorization code. Once activated, FAVES must attempt to connect the pre-designated participants using the predefined lists.

(b) Attendant-Assisted Conference. This capability must allow operators to establish a conference call. Conferees must be able to recall an operator during a conference for immediate attention, such as general assistance or adding or dropping participants.

5.2.1.3 Conference Reservation System

FAVES must permit authorized Government users to schedule conference calls. The Conference Reservation System must have the following capabilities:

(a) Reservation Management.  Includes the ability for authorized users to:  

1. Schedule one or more conferences by time and day of the week either as a single event or recurring event on a daily, weekly, monthly, or other periodic basis. In addition, it must be possible to schedule an emergency conference call within 15 minutes if bridging capacity is available.

2. Submit reservation requests up to one year in advance by phone or Email or fax or via online through Internet.

3. Store and retrieve predefined conferences.

4. Create printed reports with reservation confirmation and cancellation notices.

(b) Automatic port expansion. This capability must allow, without operator assistance, automatic expansion to additional ports to the conference in progress beyond the dial-in ports reserved as long as facilities are available.

(c) Announce late participant. This capability must provide either the announcement of participants arriving late to the call or blocking of late participants from joining the conference based on user’s instruction.

(d) Enable and disable conferee tones. This capability must enable or disable conferee tone when a participant enters or exit a conference.

(e) Enable and disable music on hold. This capability must enable or disable music on hold when participants place themselves on hold.

(f) Enable and disable self mute. This capability must provide self mute if this capability is not available on their phone.

(g) Guaranteed duration of dial-in call. This capability must provide guaranteed duration of dial-in call and must allow participants to hang up at any time and rejoin the conference later.

(h) Listen-only broadcast mode. This capability must allow listen-only broadcast mode.

(i) Mixed mode. This capability must provide mixed mode, i.e., both listen-only and interactive modes.

(j) Participant count. This capability must provide a count of participants.

(k) Roll call. This capability must require the operator to conduct a roll call of participants so that all participants know who are on the conference.

The reservation system must contain the following information:

(a) Type of conference (e.g., video, audio)

(b) Name of the person scheduling the conference

(c) Organization of the person scheduling the conference

(d) Telephone number of the person scheduling the conference

(e) Name of an alternate contact person

(f) Telephone number of the alternate contact person

(g) Name of the contact person at participating locations (attendant- assisted only)

(h) Telephone numbers of the contact persons participating in the conference (attendant-assisted only)

(i) Name, organization, telephone number, and email address of each person participating in the conference (at the user’s discretion)

(j) Locations of the persons participating in the conference (at the user’s discretion)

(k) Date of the conference

(l) Time of the conference

(m) Scheduled length of the conference

(n) Email confirmation notification to each participants with conference details (at the user’s discretion)

(o) Authorization code or calling card number

Conferencing Service must be available 24 hours a day, seven days a week. Attendant assistance must be available at any time during a conference. 

The Conferencing Service must provide users with the following service intervals:

(a) Schedule a non-recurring conference within 30 minutes after the advance reservation request, provided that the bridging capacity and the other required network support functions are available.

(b) When bridging capacity and other required network support functions are available, requests for a delay in the scheduled termination time of a conference that is already in progress must be granted if the request is made at least 20 minutes before the scheduled terminating time of the conference.

(c) Permit ACS users to cancel a conference up to 30 minutes before the scheduled start time of the conference without incurring any charge for the canceled conference.

5.2.2 Conferencing Features

FAVES Conferencing Services must provide the following features: 

(a) Audio Recording - Recording of conference call into a storage- media (e.g., disc or cassette tape) for later replay.

(b) Access Controlled Call  - Allows the conference leader to prevent operator from monitoring the call as well as additional/late participants from joining the call

(c) Participant List Report – Obtain a report of all participants in the conference.

(d) Passcode Validation – Validation of passcode entries before allowing callers to join a conference.

(e) Replay of Pre-recorded Conference – Password-protected replay of pre-recorded conferences at a later time and remote control of the replay with keypad access to functions like pause, rewind, and fast-forward.

(f) Temporary Blocking of Ports - Temporary blocking conference ports in order to remove a sub-set of participants/users from the conference.

(g) Secured Conference - Voice conferencing capability for sensitive voice conferences with end-user encryption
 to support discussions of a sensitive-but-unclassified (SBU) nature between multiple locations with protection from unauthorized interception (i.e., eavesdropping).

5.2.3 Conferencing Interface Requirements

FAVES must support connections to the conference bridge via Basic Telephony Services, IP Telephony Services, and the PSTN.  
5.2.4 Conferencing Standards Compliance 

Conferencing Service must comply with the following standards, as applicable:

(a) ANSI T1.101 for T1

(b) ANSI T1.607 and 610 for ISDN

(c) ANSI SS7, and enhanced SS7 standards for interworking (e.g., address translation) between circuit-switched network and IP network

(d) Telcordia Notes on the Networks (SR-TSV-2275), currently Issue 4, October 2000

(e) IETF RFC 3661 through 3665 for SIP (Session Initiation Protocol)

(f) IETF RFC 3435 for MGCP (Media Control Gateway Protocol)

(g) ITU-TSS H.323/225/245/248 (enhanced for VoIP)
5.2.5 Conferencing Connectivity and Interoperability

FAVES Conferencing Services must connect to and interoperate with:

(a) Government specified locations including SDPs such as: 

1. Single-line telephones, 

2. Multi-line key telephone systems, 

3. Conference-room audio equipment, PBXs, Centrex systems/services, 

4. Workstation/PC based soft-phones.

(b) Public Switched Telephony Network (PSTN)

(c) The FAA-furnished WAN.  

5.3 Gateway Functionality
5.3.1 PSTN Gateway

FAVES must provide a gateway function for accessing the Public Switched Telephone Network (PSTN).

5.3.2 Enterprise Gateway

FAVES must provide a gateway function that enables legacy and premises-based systems to access FAVES enterprise functions and connected user stations.
5.4 Call Center Services

Call Center Services the enable the Government to provide customer support and assistance through a single network call queue or multiple call queues (where applicable).  A network call queue manages customer calls and provides consistent, real-time management and distribution of calls to Government call centers.  Call Center Services may be used in conjunction with Toll-Free and other network services to facilitate FAA communications with the general public, airlines, the general aviation community, local airport authorities, and other Government agencies at the federal, state, and local levels. 
5.4.1 Call Center Services Basic Capabilities

(a) FAVES must provide a network call queue (a single queue or multiple queues according to Government needs) to manage the routing and distribution of calls. 
(b) The intelligent routing and distribution of calls must be determined according

(c) to the real time operating status of the Government’s contact center(s) and their business rules. The Call Center business rules can be based upon parameters such as media type, real time status of the contact center, caller profile, call content, and agent skills. FAVES must provide the capability to prioritize queues and calls within a queue.

(d) FAVES Call Center Services must interoperate with the Government-furnished communications channels.
(e) FAVES Call Center Services must have the capability to traverse and interoperate with Agency firewalls and security layers. 

(f) FAVES Call Center Services must provide Service Observation capabilities including the monitoring the call center trunks, agents, and agent groups for call quality. Service observation must include options for silent monitoring (default) and three way conferencing. Service observation must be made available for monitoring both local and remote agents and support local and remote observers. Service observation must be secure and available only to authorized individuals designated by the Government.

(g) FAVES Call Center Services must include the capability to manage network queues, call routing algorithms, contact center agent profiles, and reports. The Call Center Services must enable authorized individuals to perform both real time and scheduled changes. The FAVES Call Center Services management system must provide the following minimum administrative capabilities:

1. An audit trail and change log history.

2. Authentication with password protection for authorized administrators.

3. Ability to perform scheduled and real-time changes.

4. Ability to view the configuration Call Center Services.

(h) FAVES Call Center Services must provide the capability to inform the caller of the queue status including the callers estimated wait time in queue when a queue threshold exceeds an Government-specified threshold. This includes an option for announcing the caller’s expected wait time prior to entering the queue. FAVES must also provide the capability for the Government to change recorded announcements.

(i) FAVES Call Center Services must provide the capability to transmit and deliver music on hold (or recordings) to the originating caller. The music on hold source can be contractor or Government provided depending upon the requirements of the particular application.  
(j) FAVES must provide the capability to accommodate Call Center closings (e.g. scheduled holiday’s, unplanned closings, outside of normal business hours, and for maintenance activities) by providing announcements, messages, or re-routing of calls during the period which the Call Center is closed.

5.4.2 Call Center Services Advanced Capabilities
Call Center Services must provide the advanced capabilities described in the following sections. 
5.4.2.1 Call Recording and Monitoring (CRM) 

FAVES must support digital recording and monitoring of inbound and outgoing multimedia contacts (telephone, email, and web self service channels) and associated data (agent screen capture) to capture the caller experience. The CRM must capture and record the following information, at a minimum:  the date, time, duration, caller ID information (if available), dialogue, and identity of the agent handling the call. The CRM must provide the capability for Government System Administrators to retrieve archived calls by date, time, agent, content, contact channel, or identity of the caller. The CRM must provide the following capabilities at a minimum:

(a) Archive recordings

(b) Playback of recording

(c) Provide the capability for the recording of an agent to be activated and de-activated on demand.

(d) Remote monitoring and playback

(e) Reporting (management and administrative)

(f) Scheduled and random call recording

(g) Selective recording (based on business rules)

(h) Support free seating

(i) Total and random recording of all calls

(j) Convert call recordings to .wav or mp3 file format

(k) Perform random call quality reviews and support the evaluation and scoring of the caller’s experience. 
5.4.2.2 Interactive Voice Response 

FAVES must provide an interactive voice response (IVR) capability that allows callers to be provided with information based upon input from (1) telephone DTMF key pad entries or via (2) speech recognition. The IVR must provide the following functions at a minimum: 
(a) Selection of pre-recorded announcement messages with the capability for announcements and provide the ability for a caller to opt out during an announcement to a predefined termination. Such announcements must always be played from the beginning for each caller and provide the capability to be recorded in (1) U.S. English, (2) Spanish (American) and (3) other foreign languages after obtaining the FAA’s script approval.

(b) Accept caller information via telephone DTMF keypad signal or speech (e.g., name, address, account information, etc.).

(c) Retrieval of caller entered DTMF or voice messages.

(d) Transcription of caller information entered via the IVR.

(e) Transmission of the recorded voice files and DTMF data for each call to the Agency and a report of caller responses [optional] that transcribes the caller-provided information for the subscribing Agency based upon the Agency’s needs and transmits it to the Agency. The contractor must provide transcription reports from English- and Spanish-speaking callers.

(f) Query a database that delivers Agency-provided information to the caller. The database may be housed in the (1) subscribing Agency or, at the subscribing Agency’s discretion, (2) housed in a contractor location and updated by the subscribing Agency. Provide a default routing or message (Agency option) if the database is unavailable.

(g) Allow callers to hear and verify their names and addresses in a Government-provided name and address database after the caller has entered their telephone number via DTMF, or based on the caller’s ANI. (Text to Speech Conversion).

(h) Speech recognition to validate caller input. The IVR must support at a minimum:  all spoken numeric digits as well as “yes” and “no.” English and Spanish language callers must be supported. The IVR must be able to accept and process at a minimum 95 percent of the above speech responses. The speech responses which are not accepted must be routed to default location designated by the FAA.

(i) When requested, the caller’s IVR selection(s) must be transferred to the FAA.

The IVR capability must be configured such that the application answers a call within 3 ring cycles for 99 % of the offered call volume (measured on an hourly basis).
Features equivalent to those listed above must be available to individuals who are hearing impaired or have speech disabilities via electronic means in Baudot and ASCII/TTY code formats. These electronic form lines need not be voice feature enabled. 

5.4.2.3 Routing Based on Database Query  

The IVR must provide the ability to route calls or provide information based upon a database query(s) of information contained in a Government-furnished database. The queries may be to single, redundant, or multiple databases depending upon FAA specifications and the complexity of the application. The IVR Database capability must implement and provide the appropriate interface and connectivity to successfully query and access the Government’s database(s). The IVR caller must have the capability to retrieve, review, and modify information located on the Agency based database based upon FAA needs. If the database does not respond to the network query within 250 milliseconds, an FAA-defined default routing plan must be used. 

5.4.2.4 Office Locator Database Application  

The IVR must provide the capability for a caller to query an FAA-designed database that delivers FAA-provided information (e.g. caller enters his/her zip code and the nearest FAA office location is provided). Data elements should include at a minimum: Name, Address, City, State, Zip code [NACSZ] or account code) to route calls to the appropriate destination. The IVR – Office Locator Database application must allow the callers to respond to a series of questions before call termination. The IVR – Office Locator Database application must support routing based upon time of day, day of week, ANI, or call entered digits.
5.4.2.5 Speech Recognition  

FAVES must provide natural speech recognition for IVR applications with the ability, at a minimum, to recognize spoken vocabulary including alpha numeric characters (letters and numbers).  The IVR must provide natural speech recognition capabilities and vocabularies for both English (American) and Spanish (American) dialects. The minimum accuracy threshold for speech recognition must be 95%.
6 System Monitoring and Control
(a) FAVES must provide real-time 24 X 7 monitoring of the FAA’s administrative voice enterprise.  This includes government-furnished platforms for which the maintenance responsibility has been transferred to the FAVES contractor as well as items procured and implemented under the FAVES contract. 
(b) Failure of a FAVE system monitoring interface must not cause the outage of a FAVES service.  

(c) The FAVES System Monitoring and Control capability must comply with the security requirements defined in Section 8.

(d) Access to the FAVES System Monitoring and Control capability must be limited to authorized FAVES system operators.

(e) The FAVES System Monitoring and Control capability must capture and manage the following type of information:

1. Service Performance Alarms 

2. Service Performance Data 

3. Real-time Performance Status Reporting 

4. Performance Status Summary Reporting 

5. Service Usage Data 

6. Trouble Ticketing Information 

7. Site Information 

8. Service Verification Information 

9. Service Inventory Information 

10. Service Configuration Information 

6.1 Performance Monitoring

(a) The FAVES System Monitoring and Control capability must continuously monitor service performance on an SDP-to-SDP basis and include the monitoring of the following parameters as applicable to the service:

1. Signal Level 

2. Bit error rate or similar parameter (e.g., errored seconds, lost cell ratio, or lost frame ratio)

3. Latency 

4. Call blocking ratio 

5. Voice quality

6. Call set-up time

7. Latency 

(b) For each FAVES services, the FAVES System Monitoring and Control capability must track the following performance measures at a minimum:

1. Mean Time Between Outage (MTBO)

2. Mean Time to Restore (MTTR)

6.1.1 Service Performance Alarms

(a) The FAVES System Monitoring and Control capability must automatically transmit an alarm message to FAVES system operators when:   

1. The SDP-to-SDP service is considered unavailable as specified in Section 3.  

2. Latency exceeds the threshold
 for the service type as defined in Section 5 service being monitored.  
3. Call blocking exceeds the threshold
 for the service class of the service being monitored (see Sections 3 and 5). 

(b) The NMO must automatically generate an alarm when a service outage condition has been cleared.  Specific performance conditions indicating service outage clears for each service outage are as follows:

1. Service restoration activity is complete

2. Service meets the defined SDP to SDP service performance requirements for designating a service “as available”, as specified in Section 3 

3. Service re-verification activities are completed.

(c) The FAVES System Monitoring and Control capability must time tag all alarm events.

(d) Alarms must appear on the console of FAVES system operators who have subscribed to the alarm (based upon their filter settings) within 60 seconds of a FAVES service outage 95% of the time and within 120 seconds 99% of the time.

(e) The alarm message must contain the contractor-assigned unique service identifier, the LID/FAC of the SDP, and the type of the service experiencing the outage. 
(f) The FAVES System Monitoring and Control capability must allow FAVES system operators to define filters to limit the alarms/alerts that are displayed.   A FAVES system operator must be able to define alarm/alert filters based on the following criteria, either individually or in combination: 

1. FAA Service Area

2. FAA Legacy Region

3. LID/FAC

4. Type of Service

5. NPA/NXX

6.1.2 Service Performance Data

(a) The FAVES System Monitoring and Control capability must provide all collected service performance and outage data for FAVES services and system components.
(b) The FAVES System Monitoring and Control capability must log scheduled outages necessitated by preventive maintenance.

(c) The FAVES System Monitoring and Control capability must continuously update service performance data.

6.1.3 Service Usage Data

(a) The FAVES System Monitoring and Control capability must continuously monitor service usage.  Specific usage parameters to be monitored for each service are

1. Basic Telephony Services: minutes/call

2. IP Telephony Services: Packets sent/received/month

(b) The collection of service performance and usage data must not interrupt nor degrade FAVES services.

(c) The FAVES System Monitoring and Control capability must time tag all collected service performance and usage data.

(d) All service performance and usage data collected by the FAVES System Monitoring and Control capability must be maintained in a secure database for a period of no less than 60 days.
(e) The service performance and usage data collected by the FAVES System Monitoring and Control capability must serve as the basis for the performance information reported to the Government through CDRL F004.  In addition, the service performance and usage data must be made available to the Government upon request based upon specific query parameters.
6.2 System Control
The FAVES System Monitoring and Control capability must enable FAVES system operators to remotely control FAVES CPE and initiate service adds, move, and changes.  FAVES system operators must be able to perform remote diagnostics and troubleshooting.

6.3 Performance Status Reporting
6.3.1 Real-Time Performance Status Reporting

(a) The FAVES System Monitoring and Control capability must provide real-time access to the service status information for each service implemented by the contractor. 

(b) The service status information must include, but not be limited to:

1. Available/Non-available status, and
2. A listing of alarms associated with any given service and the status of each alarm.

(c) The FAVES System Monitoring and Control capability must provide real-time access to FAVES system operators for reporting of service status data by the following criteria, at a minimum, either individually or in combination:

1. Contractor-assigned unique service identifier

2. LID/FAC

3. Type of Service
4. Available/Non-available status
6.3.2  Performance Status Summary Reporting

(a) The FAVES System Monitoring and Control capability must provide a performance data summary report for operational services by 08:00 GMT and be updated every 24 hours.  The reporting period is from 00:00 GMT to 23:59 GMT.  
(b) The report must include, but is not limited to service outages and significant network events related to outages.

(c) The FAVES System Monitoring and Control capability must provide real-time access to FAVES system operators for reporting of service status data by the following criteria, at a minimum, either individually or in combination:

1. Contractor-assigned

2. LID/FAC

3. Unique Service Identifier

4. Type of Service

5. Available/Non-available status

6.4 Trouble Ticketing

(a) The FAVES System Monitoring and Control capability must generate a trouble ticket upon detecting a service outage or receiving a user complaint.
(b) The FAVES System Monitoring and Control capability must capture the following trouble ticket information:

1. FAVES Trouble Ticket Number

2. Trouble Ticket start time and closure summary

3. Contractor POC

4. FAA POC

5. Basis of Trouble Ticket

6. Fault diagnosis

7. Location Identifier (LID)/Facility Identifier (FAC) 

8. Reserved

9. FAA point of contact who was notified upon closure

10. Restoration status

11. Escalation status

12. Actual time of Trouble Ticket closure

13. Service re-verification results

14. Comments by contractor

(c) The FAVES System Monitoring and Control capability must enable FAVES system operators to conduct queries of trouble ticket information based upon the following criteria at a minimum:  
1. FAVES Trouble Ticket Number

2. Contractor-assigned unique service identifier

3. LID/FAC

4. Time Period when the trouble ticket was opened or closed
5. Trouble ticket status

(d) The Trouble Ticket information must be updated every 60 minutes or as otherwise coordinated with the Government.
6.5 Service Reference Information

6.5.1 Service Configuration Information

(a) The FAVES System Monitoring and Control capability must provide the following service configuration information for each service implemented by the contractor in a database that is accessible to the Government:

1. Contractor-assigned unique service identifier 

2. Service configuration information (e.g., phone numbers, IP addresses)

3. Optional Features ordered
4. LID and FAC that identify the location of the SDP
5. Type of service
6. SDP description 

7. The name, phone number and email address of the primary Government Point of Contact (POC) for the service.

8. The name, phone number and email address of the secondary Government Point of Contact (POC) for the service.

6.5.2 Site Information

(a) The FAVES System Monitoring and Control capability must maintain the following site access information in a database that is accessible by FAVES system operators:

1. LID/FAC of the site where the FAVES service is implemented.

2. Whether or not a Government escort is required

3. The Government Point of Contact (POC) name, phone number, email address and organization of the Regional Telecommunications Service Manager (TSM) for installation for each site.

4. Facility hours of staffed operation

5. Facility address or location

6. Any special access requirements

6.5.3 Service Verification Information

(a) The FAVES System Monitoring and Control capability must maintain the following service verification information, at a minimum, in a database that is electronically accessible by FAVES system operators:

1. Contractor-assigned unique service identifier 

2. Type of Service
3. Tests required for verification

4. Verification test results

5. Verification test completion date

6. Verification test completion time

(b) The FAVES System Monitoring and Control capability hall support user queries of service verification information.

(c) The FAVES System Monitoring and Control capability must capture the verification information for services upon initial implementation and when services are re-verified for any reason.

6.6 Logging and Archiving

(a) The FAVES System Monitoring and Control capability must maintain logs of fault, alarm status and performance information for all FAVES services.

(b) The logs must be available for on-line access by authorized personnel for a period of 12 months.

(c) The FAVES System Monitoring and Control capability must maintain an archive of the logs for at least 3 years
(d) Logged and archived data must be available within 3 business days of a Government request.

7 Reporting Requirements

FAVES must support the service usage reporting requirements outlined in the following subsections.  The reporting requirements may be satisfied by the FAVES System Monitoring and Control capability, particular platforms supporting the delivery of FAVES services, or a combination of both.  
7.1 Call Detail Records

(a) FAVES must generate and store call detail records (CDRs) for all on-net and off-net calls placed and received on FAVES.
(b) A CDR must capture characteristics of a telephone call including, but not limited to:  the time and duration of the call, the called number, the calling number (when passed through), and the charge.  
(c) The CDR must identify the lowest level of call origination possible; i.e., the originating station calling number, authorization code, or trunk as appropriate.  
(d) CDR reports must be made available electronically to the Government upon request.   

(e) The Government considers CDR data to be sensitive information, and the contractor must take appropriate safeguards to protect it.
7.2 Call Center Reporting Requirements

The following subsections identify reporting requirements specific to optionally ordered call center services (CCS).

7.2.1 Real-time Reporting 
FAVES must support real-time reporting of CCS queue status. The real time reporting must monitor performance and identify all interactions by call channel and agent status. 
The reports must include summaries and totals (where applicable). The real time reporting must provide the following minimum capabilities:

1. Number of inbound contacts (calls).

2. Status of inbound contacts (calls).

3. Number of contacts (calls) in queue.

4. Length of oldest contact (call) in queue.

5. Average queue time.

6. Number of abandon calls.

7. Agent status and performance statistics.

8. Service level information.

9. Number of contacts handled by workgroup or skill.

7.2.2 Summary Reporting

(a) FAVES Call Center Services must support the generation of hourly, daily, weekly, monthly, quarterly, annual (Fiscal Year or Calendar Year), and adhoc reports.  
(b) The annual report must include monthly summaries and totals for all categories of call center services management information for all data elements that can be totaled. 
(c) FAVES must provide historical and real time reports with a unified view of all the communication channel activity and performance within the contact center across a single site, multiple sites (if applicable) and enterprise wide at a given time. 
(d) This must include, but is not limited to, reporting on both the queue and agent/skill levels. 
(e) Both summary and detail reports must be provided. 
(f) Reporting of archive data must be available for a minimum of one year. 
(g) FAVES must provide the ability to electronically export reporting data, in a standard file format (e.g. CSV) to desktop applications (i.e. spreadsheets, databases). 

(h) For multi-location CCS applications, FAVES must provide the option for individual location reports.
(i) Timestamps in reports specific to a particular location must present data according to an individual location’s local time zone.  
(j) FAVES must provide summary reporting that at a minimum provides information on the caller, average call duration, caller opt out (transfer) and disposition of the calls within the IVR application on a daily, weekly and monthly basis.

8 Security Requirements

FAVES services will carry multiple traffic types ranging from non-sensitive programmatic and administrative traffic to Sensitive but Unclassified (SBU) traffic to higher levels of sensitive traffic that has been encrypted by users. Therefore, FAVES is required to provide basic security for all services including secure system management function. Such security must include protecting all services, information, contractor infrastructure, and information processing resources against threats, attacks, or failures of systems.

8.1 Compliance with Standards and Policies

FAVES security must comply with requirements as outlined in Office of Management and Budget (OMB) Circular A-130. In addition, FAVES must comply with the FCC “Network Reliability and Interoperability Council (NRIC), Focus Group 1A” Physical Security Recommendations (specifically VI-IA-05 through VI-1A-10), ANSI T1.276-20032 and Telcordia security standards.  In case of a conflict, the precedence follows the order in which they are listed above.  
Additional mandatory policies and standards include:   

(a) E-Government Act of 2002, Title III (Federal Information Security Management Act (FISMA))

(b) National Institute of Standards and Technology (NIST) Federal Information Processing Standards Publication (FIPS) PUB 199 – Standards for Security Categorization of Federal Information and Information Systems

(c) NIST FIPS PUB 140 – 2, Security Requirements for Cryptographic Modules

(d) National Security and Emergency Preparedness (NS/EP) directives, and 
(e) Other National Policy Directives as published by Executive Office of the President, Congress, the Department of Homeland Security (including the National Communications System), and other Government entities.

8.2 Performance Requirements
FAVES security services and features must not degrade the performance of FAVES telephony services, i.e., FAVES telephony services must continue to meet the specified performance requirements in Sections 3 through 6 regardless of whether security services and features have been ordered and implemented to support the telephony service.  

When an outage of a security service and feature occurs, the security service and feature must be restored within the required timeframe for the telephony service(s) supported by the security service or feature.
8.3 Connectivity and Interoperability Requirements

FAVES security services and features must connect to and interoperate with the FAA networking environment, including Demilitarized Zones (DMZs) and secure LANs, as required. FAVES security services must also support connectivity to extranets and public networks such as the Internet.

8.4 Security Functions
8.4.1 Monitoring and Reporting 

The following requirements specifically apply to the FAVES Enterprise Operations Control Center (EOCC) and any locations where call management functions are implemented.
(a) FAVES must be capable of detecting and logging the following types of events. 

1. Internal/Unauthorized Vulnerability Scanning: Vulnerability scanning performed by internal or unauthorized parties must be reported.  Note:  FAA organizations are required to register all vulnerability scanning activity to the FAA CSMC and the FAVES Program Management Office.

2. External Scanning: Scanning from an external asset must be reported.  Scanning summary must define whether the scanning was for system discovery, application discovery, or vulnerability discovery.

3. Exploit Attempt: An alert is associated with a known exploit, or likely exploit, being attempted.  Unfortunately, there is no determination if the attempt succeeded or failed. 

4. Successful Exploit: An alert is associated with a known or likely exploit and demonstrates that the attack was successful on the target.

5. Unsuccessful Exploit Attempt: An alert validates that an exploit failed to be successful on a target.

6. Compromise: A person gains logical or physical access without permission to premise-based, network or enterprise-level systems, applications, data, or other resources
.
7. Covert Channel / Data Extrusion: An alert is related to the use of a covert channel or demonstrates that sensitive data is passing a boundary that it should not be sent passed.

8. Spam, Phishing and Social Engineering: Activity targeting the end user to perform an action that is detrimental. 

9. Virus: An alert that is associated with virus activity.  This can be the packer of a binary, movement of a known viral code, or activity associated with a known virus.

10. Spyware: An alert is associated with activity related to spyware.

11. Botnet/Trojan: An alert is associated with either the binary of a known bot, or activity to the command and control channel of a bot.  Infections of bots (like zotob) are treated as viral infections.

12. Illegal Flow: Packets are routed in a manner that is not allowed.  This includes tunneling of communications in a manner that the tunnel transmits information in a manner against the design of the network flow (i.e. GRE tunnels).

13. Policy (Inappropriate Usage): A person violates acceptable computing use policies

14. Dos/DDoS: An attack that prevents or impairs the authorized use of networks, systems, or applications by exhausting resources
15. Abnormal Traffic: Traffic that is outside the profile categorized as normal traffic.  If the profiled traffic is later found to be correct and not the source of a violation, the designation can be changed to “Normal Traffic” and the event can be closed.

16. Vulnerability Detected: An alert is associated with the detection of a vulnerability, but there is no sign that this vulnerability is being currently exploited (i.e. potential or immanent violation).

17. Unknown: Activity is determined to be abnormal, but the abnormality is not a comparison from normal traffic profile, but a unique event.
(b) FAVES must enable security operations personnel to select the type of events to be logged by individual components of the system.  

(c) FAVES must produce audit records that contain sufficient information to establish the type of event that occurred, the location(s) where the event occurred, when the event occurred (in GMT), the cause(s) of the event, the identity of the user or application that caused the event, and the impact of the event.

(d) FAVES must compile audit records from multiple components into a system-wide, time-correlated audit trail. 

(e) The internal system clocks on all devices comprising the FAVES security monitoring function must be synchronized on a daily basis.  

(f) FAVES must provide the capability to control the content of audit records generated by individual security monitoring components. 

(g) FAVES must control and manage the allocation of auditable event log storage capacity on individual components to ensure that the information is retained a minimum of 36 hours.  
(h) FAVES must provide security operators with a warning when allocated audit record storage volume reaches a point that human action is required in order not to lose audit data.  Systems that transmit their audit data to a central location will alarm when it is unable to store additional audit data without deleting data that is waiting for transmission. 

(i) FAVES must provide an automated processing capability for audit records for events based on specific alerts, sequences of alerts, or payload contents associated with logged events.
(j) FAVES must maintain a centralized repository of data collected from the audits of security controls. Audit trail data must be retained for a minimum of 15 days online and 60 days in an online archive (offsite backup) when storage capacity is exhausted or failure of storage media/mechanism.  Following a known or suspected attack, audit trail data must be kept until all forensic information is recovered.

(k) FAVES must be capable of transferring copies of audit records to hardware-enforced, write-once media such as controlled tape media and CD-W media.

(l) FAVES must perform periodic security scans and detect/report on any deviations or violations of FAA security policy.

(m) Upon the detection of the following events, FAVES must provide the following alerts to registered users
 within the specified time periods:  

1. Router ACL update request within 15 minutes

2. Internal/ Unauthorized Vulnerability Scanning within 15 minutes.

3. External Scanning within 15 minutes when source is internal and not on scan list; within 24 hours from external source and listed on the daily summary.

4. Exploit Attempt within 15 minutes when source is internal; within 15 minutes if external and not validated unsuccessful otherwise within 15 minutes. 

5. Successful Exploit within 15 minutes.

6. Unsuccessful Exploit Attempt within 15 minutes

7. Compromise within 15 minutes

8. Covert Channel / Data Extrusion within 15 minutes

9. Spam, Phishing and Social Engineering within 1 hour 

10. Virus within 15 minutes

11. Spyware within 24 hours 

12. Botnet/Trojan within 15 minutes

13. Illegal Data Flow within 15 minutes

14. Policy (Inappropriate Usage) within 24 hours 

15. Dos/DDoS within 15 minutes
16. Abnormal Traffic within 1 hour
17. Failure of an auditable event logging capability within 15 minutes

(m) FAVES must support full packet capture of data flows when an intrusion is detected.  

(n) FAVES must be capable of:
· Capturing pcap data associated with a source address, destination address or both source and destination.

· Capturing pcap data associated with the triggering of a security fault, such as an IDS signature.

(o) FAVES must provide the ability to capture and store data flows or specific packets for trouble resolution or in response to specific requests from the Government.

(p) The information to baseline the telephony data flows for the 100 SDPs that transmit and receive the greatest volume of traffic must include at a minimum:
· Connection and facility



· Source address

· Destination


· Network wide data flow overview


(q) FAVES must support the trend analysis of logged information and use it to identify anomalies and deviations.  

(r) FAVES must be capable of detecting security events using both content matching at the application level and behavioral analysis of the packet headers at each level of the communications protocol stack.

(s) FAVES must be capable of identifying:

1. variations from a profiled normal behavior

2. spoofed packets

3. protocol tunneling

(t) FAVES must provide the capability to search the payload content of alarm messages.  

(u) FAVES must provide intrusion detection, access control, and flow control mechanisms that are reconfigurable to isolate and curtail attacks through automated and manual controls.   

8.4.2 Firewall
Firewalls are implemented to protect the enterprise from external threats. Firewalls are intended to reduce service disruptions caused by malicious access and prevent unauthorized access.  Firewalls safeguard internal networks and systems such as the Security Management Center from hostile activity, protecting critical data from compromise and tampering. Functioning as a buffer between trusted internal networking environments and external networks, firewalls inspect traffic according to a set of defined security policies, blocking all traffic not meeting the Government’s criteria. 
FAVES must provide premises-based firewalls, network-based firewalls, and application/proxy-based firewalls as required.  In the case of premises-based firewalls, the policies must be tailorable for specific locations. Conversely, network-based firewalls must that ensure there are secure boundaries between the FAVES monitoring functions and the WAN.  
8.4.2.1 Firewall - Basic Capabilities

FAVES must provide the following firewall capabilities:

(a) Detect suspicious activity and policy violations.

(b) Employ various protection techniques including but not limited to:

11. Stateful Packet Inspection by which the firewall goes beyond just examining a packet’s source and destination, but also verifies its legitimacy. The firewall confirms requests made, and matches open connections to valid packets prior to allowing them through the network.

12. Network Address Translation (NAT) and Port Address Translation (PAT) in order to disguise internal IP addresses, shielding systems from the outside world, especially from malicious activity.

(c) Guard FAA networks from attacks, including but not limited to:

13. Denial of Service (DOS) assaults which flood the network with false requests, overwhelming servers and eventually causing them to crash.

14. Ping of Death or Long Internet Control Message Protocol (ICMP) attacks in which packets larger than 65,536 bytes are sent deliberately in an attempt to crash the system.

15. IP Spoofing attacks in which packets’ IP addresses are disguised. These packets appear to have originated from a trusted source with appropriate authorization or privileges.

16. SYN Flood attacks which clog connections and prevent legitimate session requests from being established.

17. Tear Drop attacks in which packet fragments are deliberately designed to disrupt proper packet reassembly at the receiving end.

(d) Block hostile Java applets, JavaScript, block cookies, web bugs, and ActiveX controls to guard against potentially unsafe code, as required. 
8.4.2.2 Firewall Features 
FAVES must provide the following Firewall features:

(a) Demilitarized Zones (DMZs) Support. FAVES must support connections to Demilitarized Zones (DMZs) which serve as buffers between the FAA’s private networks and outside public networks. DMZs can apply to Web (HTTP), FTP, email (SMTP), and DNS servers.

(b) Extranet Support. FAVES must support connections to extranets which can facilitate inter-Agency interactions, or enable the FAA to interface with various trusted stakeholders.

(c) Fast Ethernet Connections. FAVES must support fast Ethernet connections (100BaseT/1000BaseT) which provide greater data flows from the firewall to the FAA’s internal networks.

(d) Firewall Load Balancing.  FAVES must provide a load balancing capability for distributing traffic across multiple firewalls in order to minimize potential downtime caused by any single point of failure. 

(e) Firewall Redundancy. FAVES must provide a firewall redundancy solution based on a dual firewall systems approach, in a primary/secondary setup. The redundant firewalls must enable automatic transfers from one system to the next in case of hardware/software failures to maintain availability of the firewall.

(f) Firewall-to-Firewall VPNs. FAVES must support firewall-to-firewall VPNs which establish secure tunnels between FAA firewalls and also between firewalls and the Contractor’s operation center.

(g) Remote Client VPNs. FAVES must provide remote FAA users with secure access to the network, employing VPN encryption technology. 
(h) Uniform Resource Locator (URL) Filtering. FAVES must support URL blocking, as required.
(i) User Authentication Integration.  FAVES must support the integration of the MFS with FAA-provided authentication services including, but not limited to:

18. Lightweight Directory Access Protocol (LDAP)

19. Microsoft Active Directory

20. Microsoft Windows NT

21. Operating System passwords

22. Remote Authentication Dial-In User Service (RADIUS)

23. RSA SecureID

24. Terminal Access Controller Access Control System (TACACS), Extended TACACS (XTACACS), or TACACS+.
8.4.3 Intrusion Detection and Prevention 

The following requirements specifically apply to the FAVES EOCC and any locations where: (1) call management functions are implemented; and (2) call logs are stored.
FAVES must provide the following specific Intrusion Detection and Prevention (IDP) capabilities:

(a) Monitoring for security breaches and misuse of services
(b) Detection of precursor activities such as unauthorized network probes, sweeps, and scans that may indicate a potential attack.

(c) Detection of anomalous traffic patterns and unusual behaviors that may indicate a potential attack.

(d) Detection of signature-based events

(e) Detection of security policy violations

(f) Detection of known attacks such as, but not limited to:

25. Buffer Overflows

26. Brute Force

27. Denial of Service (DOS)

28. Reconnaissance Efforts

FAVES must support the implementation of custom signatures to address the conditions listed above [(a) through (f)] in addition to standard signature sets provided by the manufacturer.

8.4.4 Vulnerability Scanning 

Vulnerability Scanning involves the proactive assessment of the FAVES enterprise to support the correction of vulnerabilities before they are exploited. Vulnerability Scanning seeks to identify security holes, flaws, and potential exploits of FAA systems, networks and applications. 

The following requirements specifically apply to the FAVES EOCC and any locations where: (1) call processing and management functions are implemented; and (2) call logs are stored.
FAVES must provide the following specific Vulnerability Scanning capabilities:

(a) Provide real-time scanning for potential entry points vulnerable to malicious attacks.

(b) Perform non-destructive and non-intrusive vulnerability scans that will not crash the systems being analyzed, or disrupt FAA business operations. The scans must not provoke a debilitating denial of service condition on the system being probed.

(c) Provide the both external vulnerability scanning for devices with interfaces external to the FAVES private network and internal vulnerability scanning for devices inside the FAVES firewall.  
(d) Periodically probe the administrative telephony enterprise (including operating systems and application software) for potential openings, security holes, and improper configurations.

(e) Be capable of detecting vulnerabilities related to, but not limited to: 
1. Backdoors

2. Browsers
3. Brute Force Attacks

4. Common Graphic Interface - Binary (CGI-Bin)

5. Daemons

6. Distributed Component Object Model (DCOM)

7. Domain Name Service (DNS)

8. Firewalls

9. File Sharing

10. File Transfer Protocol (FTP)

11. Hardware and Network Appliances

12. Information/Directory Services

13. Lightweight Directory Access Protocol (LDAP)

14. Network Sniffers

15. Netbios

16. Network File System (NFS)

17. Network Information System (NIS)

18. NT-Networking

19. Port Scans

20. Protocol Spoofing

21. Routers and Switches
22. Remote Procedure Calls (RPCs)

23. Simple Network Management Protocol (SNMP)

24. Server Message Block (SMB)

25. Transmission Control Protocol/Internet Protocol (TCP/IP)

26. Trojan Horses

27. Web Scans

28. Web Servers

29. X-Windows

8.4.5 Virus Detection and Removal
Virus Detection and Removal includes the scanning of executable files, boot blocks, and incoming traffic for malicious code and the removal of any viruses that are detected.
FAVES must provide the following specific Virus Detection and Removal capabilities:

(a) Scan traffic for worms, viruses, and malicious content.

(b) Scan files and software residing on FAVES platforms
(c) Support continuous and on-demand virus scanning.

(d) Detect patterns, activities, and behaviors that may signal the presence of viruses. 

(e) Perform data integrity checks and, at a minimum, protect against the following:

1. Known viruses

2. Behaviors and patterns that may indicate the presence of viruses

3. Malicious mobile code

4. Different strains of polymorphic viruses

5. Viruses in compressed files

6. Viruses in different languages (e.g., JAVA, ActiveX, Visual Basic)

7. Trojan horses and worms

8. Macro viruses

8.4.6 User Authentication 

FAVES must authenticate user requests prior to granting access.  FAVES must provide the means to validate and verify a user’s identity.    This function will also enable a user to remotely authenticate his or her identity to FAA information systems.

8.4.6.1 Token-Based Authentication

(a) FAVES must support: (1) multiple levels of electronic authentication via a single interface, (2) inter-Agency acceptance of digital certificates, and (3) a single sign-on capability.

(b) FAVES must support the FAA-specified naming scheme for User IDs.

(c) FAVES must support Secure Sockets Layer (SSL) and/or Transport Layer Security (TLS) connections.
(d) FAVES must support the following authentication methods including, but not limited to: 
1. Password and personal identification number (PIN);
2. Authentication methods based on fingerprints;
3. Network authentication systems and servers for embedded devices             (e.g., routers, modem servers, switches, etc.); and
4. Authentication based on Government-issued Personal Identification Verification (PIV) cards.
(e) FAVES must provide token-based authentication capabilities including but not limited to:  
1. One-time password devices

2. Hardware tokens

(f) FAVES must ensure user authentication capabilities are available on a 24 X 7 basis. 
8.4.6.2 Certificate-Based Authentication
(a) FAVES must support a managed Public-Key Infrastructure (PKI) that comprises, but is not limited to, Certification Authority (CA), Registration Authority (RA), directory and associated servers.

(b) FAVES must support digital certificates and digital signatures within PKI as well as CA functions.

(c) FAVES PKI and CA functions must be configured to meet the identity authentication assurance level specified by the FAA.

8.4.6.3 Authentication Features

FAVES must provide a Directory/Repository function to support PKI and other e-authentication mechanisms chosen by the FAA.
8.4.6.4 Authentication Standards

FAVES authentication functions must comply with the following standards, as applicable. After award, the contractor may propose alternatives at no additional cost to

the Government that meet or exceed the provisions of the standards listed below:

· DIAMETER Protocol RFC 3588

· Federal CIO Federal Identity Credentialing Committee (FICC) Shared Service Provider (SSP) program documents suite

· GSA eGov E-Authentication Technical Suite

· International Telecommunications Union – Telecommunications Sector (ITU-T) Recommendation X.509 version 3 certificates

· ITU-T X.500 Series of Recommendations

· LDAP v2 or higher for Certificate Revocation List (CRL) retrieval

· LDAPS (LDAP Secure, i.e., LDAP over SSL) for CRL retrieval

· Liberty Alliance format (currently versions 1.1. and 2.x)

· NIST FIPS 140-2 – Security Requirements for Cryptographic Modules

· NIST Interagency Report (NISTIR) 6887 – 2003 Edition, Government Smart Card Interoperability Specification (GSC-IS) v2.1

· NIST Special Publication (SP) 800-63 – Recommendation for Electronic Authentication

· NIST Special Publication (SP) 800-73 – Integrated Circuit Card for Personal Identity Verification (currently still Draft)

· Online Certificate Status Protocol (OCSP)

· PKIX Internet Engineering Task Force (IETF) Request For Comments (RFC) 3280

· Remote Authentication Dial In User Service (RADIUS) Protocol

· RFC 3647 – Internet X.509 PKI Certificate Policy and Certification Practices Framework

· Security Assertion Markup Language (SAML)

· Shibboleth security middleware specification

· Simple Certificate Validation Protocol (SCVP)

· Terminal Access Controller Access Control System (TACACS) /TACACS+ (Cisco) Protocol

· Web services security language (WS-Security) specification by OASIS

· X.509 Certificate Policy for the U.S. Federal PKI Common Policy Framework

FAVES must comply will all new versions, amendments, and modifications of these standards when offered commercially.
APPENDIX A: DEFINITIONS of BASIC TELEPHONY CAPABILITIES AND FEATURES

Appendix A:  Definitions of Basic Telephony Capabilities and Features
	Basic Capability/Feature
	Definition

	Additional directory number
	Feature over analog and ISDN lines to provide two voice, voice/data, or two data channels utilizing two Service Profile Identifier and Directory (SPID) numbers.

	Alphanumeric dialing
	A term pertaining to a character set that contains letters, digits, and sometimes other characters, such as punctuation marks.

	Alternate call directory listings
	A feature that allows alternate numbers to be indicated under a directory listing.

	Authorization code
	A code that, once entered, can permit the user to gain access to a system or service.

	Automatic call-back
	Allows a user to place a call-back on a busy line.   When the called station goes on-hook, the originating station is rung and, when answered, the original call is automatically placed.

	Automatic Route Selection
	Allows calls to be routed automatically in accordance with a contractor-specified routing plan that is approved by the Government.

	Backup of ISDN PRI Shared D Channel 
	Shared-D channel backup/redundancy, for PRIs with a 24B+0D configuration, which is available when the primary PRI with 23B+D is inoperative.

	Billing Account Codes (BAC)
	A three-digit number that is assigned by the Government to uniquely identify agency cost centers.

	Blocked exchanges 
	The process of denying access to, or use of, a facility, system, or component.

	Blocking caller-paid information phone numbers
	Blocks caller-paid calls from a station to an “information” or Directory Assistance number (e.g., 411).

	Blocking dialed Carrier Identification Code (CIC)
	Blocks calls to carriers other than the pre-subscribed carrier on a per-call basis.

	Blocking of selected numbers 
	Blocks calls incoming from pre-determined numbers.

	Call consultation
	A feature that allows a user to alternate between a party on hold and an existing conversation.

	Call forward – busy
	A feature that permits calls attempting to reach a busy station line to be redirected to a predetermined line when the called station is in use.

	Call forward – don’t answer
	A feature that provides for forwarding of incoming calls to a predetermined line when the called station line does not answer within a prescribed time.

	Call forward – variable
	A feature that allows a user to choose to reroute incoming calls to another specified telephone number.

	Call forwarding – off-net
	A feature that allows all calls destined to a station to be routed to another off-net station, designated during activation, regardless of the busy or idle state of the called station.  It must be possible for the station to activate or cancel this feature.


	Basic Capability/Feature
	Definition

	Call hold
	A feature that allows a station user to “hold” any call in progress by flashing and then dialing a “hold” code, thus freeing the line for the purpose of originating another call or returning to a previously held call.

	Call hunting
	Routes incoming calls through a series of stations.  If the first station is busy, the calls will be routed to the second station in the series, and so on.

	Call park
	Allows a call to be parked at a directory number for retrieval by another line or trunk.

	Call pick-up
	A feature that allows a station user to answer any calls directed to another station line within his or her own preset pickup group by dialing a pickup code from an idle or busy station.

	Call trace
	Allows the user on any line to initiate identification of the calling party by dialing a code.

	Call transfer
	A feature that allows a station user to transfer any call in progress to another station within the same system without the assistance of the attendant.

	Call waiting
	A feature that allows a call to a busy station line to be held waiting while a tone signal is directed towards the busy station user.  (Only the called station user must hear this tone.) 

	Calling number suppression 
	Provides the originating user with the capability to block the station number from being passed to the terminating station.  It must be possible to enable this function either on a per-call basis or indefinitely.   

	Class of Service (COS)
	Privileges given to a particular station.  The COS service functionality must make at least 256 classes of service available to each subscriber line.  Due to the diverse nature of the customers served, it must be possible to assign a COS to each subscriber line, independent of the COS assigned to other subscriber lines; and it must be possible to change the COS without requiring a station number change. The Government will select a variety of classes, some of which may be unique.  The class of service applicable to each line will be determined by the Government at the time of the Notice to Commence Work.   

	Customized group dialing plan
	A service functionality that allows the dialing plan to be customized for a defined group of stations within the system.

	Customized Intercept and Recorded Announcement
	A feature whereby the customer can set the recorded announcement or intercept message when a call cannot be completed.

	Data call setup
	Provides three methods to set up a data call:  1) data terminal (keyboard) dialing; 2) voice terminal dialing; and 3) dedicated voice terminal.

	Data hot line
	Provides for automatic non-dial placement of a data call to an endpoint when the originator goes off-hook.


	Basic Capability/Feature
	Definition

	Data line privacy
	Protects analog data calls from being interrupted by any of the system’s overriding or ringing features.

	Dial tone denial  
	Used in conjunction with Priority Treatment (see Section C.6.2), enables critical personnel to make outgoing calls during conditions of severe system overload

	DID number block assignment and maintenance 
	Assigns and maintains DID number blocks for a new DID-PBX installation.

	DID/DOD two way 
	This feature must allow a central office access trunk to have both DID and DOD capabilities.   Direct Inward Dialing (DID)/Direct Outward Dialing (DOD) trunks connect the customer’s PBX with the WITS switch or LEC central office, are associated with a specific block of telephone numbers, and carry the customer’s on-net and off-net traffic.

	Direct Inward Dialing (DID)
	Allows an external party to directly dial a station without the assistance of an attendant.

	Direct Outward Dialing (DOD)
	Allows an internal user to call to an outside party without the assistance of an attendant.

	Directory Assistance
	A service which provides the subscriber access to commercial Directory Assistance services (e.g., 411)

	Directory Services
	Enables the user to view and store frequently called numbers. Also enables the user to track, at a minimum, the five most recent missed calls, received calls, and originated calls. 

	Distinctive ringing
	Distinguishes between internal or DID calls based on the station ringing pattern.

	Do Not Disturb (DND)
	The ability to temporarily block calls to a station number. The feature can be activated and de-activated by the user. Outgoing calling capability must be allowed when the DND state is activated. The system must provide the ability to implement this feature on a per station basis.  

	Dual service
	Allows an incoming call to ring at two locations when the primary number is dialed.  One location is assigned the primary number, and the second location (usually in a different building) the secondary number.

	Find Me Follow Me Routing
	The capability to route incoming calls, at a minimum, to five alternate numbers with options for sequential or parallel routing to destination phone numbers (i.e. ring simultaneous phone numbers), or route to voice mail. The user must be able to manage a “find me list” and select any combination of different phone numbers in a user-defined search order to ensure delivery of important calls.

	Flexible call forwarding
	Allows the subscriber to forward calls to any telephone connected to the Public Switched Network.  Also known as “Ultra Call Forwarding.”

	Flexible disconnect, both/either party
	Disconnects a call when either or both parties hang up.


	Basic Capability/Feature
	Definition

	Foreign Exchange Service
	A service that enables a subscriber to receive dial tone from a serving central office other than the subscriber’s serving area.

	Hot line
	Provides for the automatic non-dial placement of a call to an endpoint when the originator goes off-hook.

	Intercepts and recorded announcements.
	The process by which calls that cannot reach their destination are diverted to a station attendant or a recording.  The contractor must provide commercially available network intercepts to recorded announcements when a call cannot be completed. At a minimum, the following intercepts to recorded announcements must be supported:

· Calls to vacant or disconnected numbers

· Conference bridge busy

· Trunk or common equipment failure

· Misdialed numbers

· Unauthorized calls

· Lack of authorization code 

	Intercom dial
	Allows another station within an intercom group to be dialed using one or two digits.

	Last Number Dialed (LND)
	Enable a station user to automatically originate a call to the last number dialed from the station user’s phone (a.k.a. re-dial). The last number dialed capability must be offered on a per station basis.


	Line Hunting
	The capability to route incoming calls to a predetermined sequence of telephone numbers until the call is answered. The contractor must offer different hunting options including circular and sequential, however, lines assigned to hunting groups need not be in a consecutive numerical sequence.  

	Message waiting indication
	A visual or aural indication at a station that a message is waiting.

	Multiple appearance directory number
	A directory number that is assigned more than once to one or more telephone sets.

	Multiple Appearance Preselection and Preference
	Provides multi-line appearance voice terminal users with options for placing or answering calls on selected appearance.

	Outgoing trunk group access denial.  
	Allows lower-priority outgoing calls to be blocked during periods of an emergency.

	Privacy
	Prevents others from entering into a connection on a multi-appearance line.

	Retention of Current Telephone Number
	Ensures, to the fullest extent legally and technically possible, that any customers migrating to the WITS2001 Network (e.g., GSA Consolidated Centrex, TEMPO or DC Government customers) will have the option of retaining their current telephone number.

	Shared ISDN PRI D Channel
	A PRI configuration in which the D channel is shared (e.g., several PRIs having a 24B+ 0D configuration share a D channel).


	Basic Capability/Feature
	Definition

	Six-way conference call 
	Allows a station user to establish a multiparty conference connection of up to six conferees including him/her, either without attendant assistance at all, or with attendant assistance only for adding trunks.

	Software reconfiguration by customer 
	Allows a customer to reconfigure basic line capabilities such as blocking of selected numbers, class of service, etc. through the use of a computer terminal.

	Specific Call Rejection.
	Allows users to screen incoming calls by creating a list of phone numbers from which to reject calls. Calls originated from numbers contained on the rejection list must be routed to an alternative destination such as an announcement.



	Speed dialing
	Allows a station user to reach any of a pre-designated station by dialing a single-digit or two-digit code.

	Three-way conference calling
	Allows a station user to establish a multiparty conference connection of up to three conferees including himself, either without attendant assistance at all, or with attendant assistance only for adding trunks.

	Trunk group denial
	Allows incoming, lower-priority calls to a trunk group to be blocked during periods of emergency.

	User Security Access (USA)
	Restricts access to voice mail systems, data lines, and business dial tone based on the caller’s telephone number.  As an option, requires a Personal Identification Number also.

	Vanity number
	A directory number that can be dialed using a meaningful alphanumeric representation.

	Voice mail
	Voice mail must provide the following capabilities:

· Be accessible to any station within the system that has a telephone equipped with a push-button tone pad.

· Automatically cue the recipient of message(s) in the voice mailbox.  Message cue alerting should include, but not be limited to, a message waiting visual signal or stutter dial tone.

· Handle inside, as well as outside, calls on the system.

· Store messages automatically and forward the message at specific times designated by users.

· Deliver mass announcements to all or part of its users.

· Be accessible to any on-net or off-net station equipped with a push-button dial pad in order for the mail box owner to retrieve or change messages.

· Store fax as well as voice messages.

· Provide automated attendant functions.

· Provide message duration of 90 seconds.

· When providing off-premise switch-based voice service services, the contractor must supply or interface with and support a Station Message Desk Interface (SMDI) data link to integrate a Government-owned voice mail system into its switching system.

· Provide up to six-minute storage for each individual voice mail box.


APPENDIX B: DIALING PLAN REQUIREMENTS

Appendix B - Dialing Plan Requirements

B.1 General Requirements
The Dialing Plan must have a hierarchical structure, and have the following provisions:
1. On-Net, Intra-Site extensions
:
minimum of 4 digits

2. On-Net (off-site) identifier
:
10 digits
3. Off-Net local (NANP):
10 digits

4. Off-Net long distance (NANP):
10 digits

5. Off-Net International:
011 + Country Code+ number

When users dial PSTN numbers, FAVES must be capable of determining whether the call destination is on or off-net, as such, when a user dials a number to request a service and/or to call another phone or terminal, the user does not need to be aware of the location of the dialed number.

Access codes to Local Exchange or Inter-exchange lines/trunks must not exceed one digit.  Mandatory access codes must include (0) for Attendant and (9) for Off-Net access.  FTS long distance service may use (9) and (1).

Feature buttons, *, or # buttons must not be used to indicate an On-Net or Off-Net call.

Offices which have DID numbers must retain those numbers and they must be incorporated into the enterprise dial plan.  The Dialing plan must retain the existing extension number(s) of each user.

The following advantages of VoIP endpoints registering with a gatekeeper with a full PSTN-like number must be considered in the design of the dialing plan:

6. Endpoints support PSTN-like dialing

7. A PSTN-like number is useful for mixing internal accounting with PSTN billing

8. Service Provider billing is simplified as end-users can be clearly identified

9. PSTN-like numbers also help integration of billing for different types of communication

The Enterprise dial plan must be reviewed and accepted by the Government prior to implementation.  
B.2
911/Emergency 911 National Emergency Numbers
The dialing plan must support the Nation’s Emergency Number and the E911 initiatives.  The system must recognize (9) (1) (1), (9) (9) (1) (1), or (9) (1) (9) (1) (1) as a local PSTN emergency call for help.  Any 911 calls must access the local PSTN trunk to that office.

FAVES must maintain the E911 database and if the local PSTN system supports E911, then FAVES must be configured to send the required additional information to the PSTN provider.  FAVES must allow the E911 call to go directly to emergency service dispatch for the local area.  

B.3
Overhead and In-phone Paging Dial Plan

The FAVES dialing plan must support overhead and in-phone paging systems.  
B.4
Dialing Plan Restrictions

The Dialing Plan must provide for the following class of service (CoS) restrictions on a per extension basis:

10. Intra-system calling only

11. Restricted from receiving incoming calls

12. Restricted from making outgoing calls

13. Restricted from FTS access

14. Restricted specific Directory Access

15. Restricted from making calls to:

· Specific NPA (i.e., 900)

· NXX (i.e., 976-XXXX)
· 011 Country Code
� The Government-furnished encryption unit at the SDP will be based on commercially available encryption devices (Standard: NIST DES/AES).  Requires synchronization of encryption keys before the conference.


� The latency measurement sampling rate and the specific measurement techniques to determine a violation of latency thresholds are as follows:  The sampling rate must initially be set to one hour.  If either alarms or alerts are reported, network operators must manually increase the sampling rate to determine if the alarm/alert was transient or if the condition is persistent and requires corrective action.  The alarm threshold must be set to a value that detects when the latency specifications of Sections 3 and 5 have been exceeded for a specific type of service.


� The specific measurement techniques to determine a violation of the call blocking threshold are as follows:  Call detail records for must be collected from the network and stored in the NMO database.   Monthly reports must be generated for each trunk group showing total calls, partial dials, abandoned calls, completed calls and blocked calls. This report also shows the grade of service and the number of trunks that would be necessary to provide the engineered grade of service in the busiest hour. Tracking these reports over time will show trends and indicate when the call blocking is approaching a call blocking threshold.


� Applies to FAVES assets located on the contractor’s premises or a third party’s premises. For those devices/systems that are not alarmed, FAVES must provide port-level security to detect when physical connections are made or removed to/from a physical port. This applies regardless of where the systems are physically located.  The requirement for detecting unauthorized physical access does not apply to user station equipment unless access authentication has been implemented by the FAVES Contractor.


� Users registered to receive particular types of alerts.


� Applies to individual sites, PBX extensions, and campus environments.


�	Refers to digits in addition to the Intra-site dialing plan.





PAGE  

_959755453.unknown

