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	DATA ITEM DESCRIPTION

	1. TITLE

Monthly Status Report 
	2. NUMBER

F001a

	3. DESCRIPTION/PURPOSE

The Monthly Status Report must provide the Government with a status update on accomplishments, schedule changes, issues, concerns that occurred in the previous month and future action items in the upcoming month.

	4. DATA REQUIREMENTS

Reference: SOW paragraph 4.1.2
Contents:  

The Monthly Status Report must contain the following, at a minimum:

a) Performance and Accomplishments:  Describe the accomplishments during the last reporting period, including the current status of major events and milestones (including those undertaken by sub-contractors).  The report must compare the status of the current month with the prior month's projections.  The report will discuss any problems associated with each milestone as well as their resolutions.  The report will include a 60-day outlook on projected accomplishments.  The report must also include the number of installations completed successfully and on schedule; the monthly volume of Moves, Adds, and Changes (MACs) completed by Service Area and identify any MACs that the Contractor was unable to complete as planned and cite the reason for the delay in completion as required in SOW section 4.10, the number of trouble reports received and completed within the designated performance metrics; a summary of completed patches and upgrades performed; FAVES contractor personnel and staff changes; and any additional items to be reported that would reflect on Contractor performance and delivery.  The Monthly Status Report must also identify monthly call volume statistics for the Customer Support Center as identified in SOW section 4.9.5, and report on actual performance in comparison to the requirements outlined in SOW section 4.9.3; provide a summary of all completed configuration changes outlined in SOW section 4.7.1; convey the results of visual battery inspections and capacity/load tests and identify any recommended actions as required in SOW section 4.8.4; provide a summary of completed patches and upgrades as required in SOW section 4.8.9.
b) Schedule:  The report will provide the overall FAVES key milestone dates and their status (including those undertaken by sub-contractors).  If there are schedule delays, discuss the impact, risks, and risk mitigation actions planned or taken.  

c) Issues and Concerns.  Each issue or concern will be identified and discussed separately.  For each issue or concern identified, the report will provide a description of the issue or concern, an assessment of the criticality and time sensitivity of the issue or concern, any special considerations or unique requirements, and actions planned to address them.  For each action plan proposed, include update schedule sheets or milestone charts identifying phase of task and percentage of completion.  For each action plan proposed, the report will indicate involvement by the Government or subcontractors.

d) Action Items.  The report will include the status of all formally assigned action items for the period.  The status will indicate actions as open or closed.  If open, the status will contain the actions necessary to close the Action item and the planned date.  If closed, the status will briefly describe the action taken and date closed.  Action items remaining open between reporting periods will be reported.  Any action items captured for more than two consecutive reporting periods will be flagged for FAA review and determination if additional Contractor attention is required such as a special plan of action.

 


	DATA ITEM DESCRIPTION

	1. TITLE

Program Management Review (PMR) Briefing Materials
	2. NUMBER

F001b

	3. DESCRIPTION/PURPOSE
The Contractor must participate in technical and program conferences, meetings, reviews, audits, and evaluations with the FAA managers or user groups/organizations to discuss program progress, problems, and disposition of outstanding issues.  A monthly Program Management Review (PMR) will be conducted with respective FAA headquarters, regional management and/or designated representatives.



	4. DATA REQUIREMENTS

Reference: SOW Section 4.1.2

Contents: 

a) During the conduct of PMRs, the Contractor must provide a formal meeting agenda and supporting documentation pertaining to the Program or technical issues under review.  Open action items must be tracked and jointly reviewed by both the Contractor and the FAA, with suspense dates, actionees, and status of the actions taken reported at mutually agreed upon intervals.

b) At the PMR, the Contractor must be required to report, at a minimum, monthly accomplishments, cost and schedule status, implementation schedules, battery maintenance schedule, technical issues (including recommendations for network optimization, technology refreshment, upgrades and enhancements, etc.), quality assurance issues, results, and corrective actions, any subcontractor-related information, risks and risk mitigation activities, personnel and staffing problems or, status of actions and known agenda items for the next meeting.  




	DATA ITEM DESCRIPTION

	1. TITLE

Engineering Analysis and Study Report
	2. NUMBER

F002

	3. DESCRIPTION/PURPOSE

The Engineering Analysis and Study Report must present the results of engineering analysis, studies and technical evaluations performed by the Contractor.  Upon transition to FAVES, the Contractor must analyze FAA legacy systems and provide recommendations for the optimization of system configurations and options for reducing operating costs.  The Contractor must describe the findings of the assessment and recommended actions.

	4. DATA REQUIREMENTS

Reference:  SOW paragraph 4.2.1

Contents: 
The Report must include the following:

a) Structure
1) A summary that presents the purpose of the Report, major conclusions and/or recommendations.
2) The Contractor must collect and analyze data to determine trends, forecast telecommunications traffic, identify potential network capacity shortfalls and project the need for improved or expanded voice administrative telephony services.  This activity will also include an overall assessment of existing systems and their software, hardware, and connectivity.

3) The Contractor must track the development of telephony technologies and review the applicability of those technologies as solutions to specific Government requirements.

4) The Contractor must assess new and emerging technologies to support the FAA’s goals of establishing a flexible portfolio of services and reducing operating costs.

5) A description of the feasible alternatives or options, the criteria for their assessment, and assessment methods and techniques.

6) Supporting data in attachments, diagrams or appendices.

7) The Contractor must also review and validate the ability of the FAA’s existing LAN and WAN infrastructure to support the Contractor’s enterprise solution and provide recommendations if LAN/WAN upgrades are required.

b) Tools. For analysis performed by modeling or simulation techniques, the analysis will be performed using industry standard modeling/simulation tools and the data utilized must be made available to the Government upon request.




	DATA ITEM DESCRIPTION

	1. TITLE

Tech Refresh Plan
	2. NUMBER

F003

	3. DESCRIPTION/PURPOSE

The Contractor must provide a Tech Refresh Plan that identifies any technological refreshments applicable to the equipment or systems supplied or maintained under this contract.  Technology refreshment may be defined in two ways:  1) the technical refreshment of existing legacy Government Furnished Equipment (GFE) that requires additional software or firmware upgrade(s) to modernize or elevate to the latest version; and 2) the introduction of new features, functionalities, or applications that are considered of benefit to the FAA.   



	4. DATA REQUIREMENTS
Reference:  4.2.1 
Contents:

a) Upgrades and Enhancements – The Plan must address how the Contractor recommends and initiates upgrades or enhancements to the equipment or systems supplied or maintained under this contract.  Once the manufacturer announces the availability of an upgrade or enhancement, information about it must be made available to the FAA within 45 calendar days.  The Contractor must provide descriptive information, diagrams, or brochures and all associated components of new product offerings as requested by the FAA.  Specifically, the Contractor must provide costs, liabilities and supportive information relative to upgrades, enhancements, and replacement of discontinued equipment and services as related to any and all manufacturer’s products and services covered under this contract.  These conditions extend to all PBX systems, upgraded telephone instruments, software products and associated equipment and services.
b) Impact of Upgrades – The upgrade and enhancement recommendations must take into consideration the age of the equipment, any plans for its replacement, applicability and suitability of the upgrade/enhancement to the LOB at particular site(s), any impacts these changes may have on the interoperability with other systems and services, and any returns on investment over the remaining life of the equipment in question.  The final decision about proceeding with any upgrade and/or enhancement must be made by the FAA.  The Contractor must proceed with the upgrade and/or enhancement only after receiving Government approval to do so.

c) Site Reviews – The Plan must address how the Contractor will review the voice infrastructure and services for sites covered by the contract.  These reviews, the strategic plan and the enterprise vision for FAA administrative voice services must be used as a guide and roadmap for these planning activities.   The reviews should address voice equipment, connectivity, and services for capacity, suitability, and technology based on the LOB, current and planned staffing, and average cost per user or services.  Based on the reviews, the Contractor must prepare plans for individual (or groups of) sites and submit them as Site Review Reports to the PMO with recommendations for upgrades, enhancements, replacements, changes to the connectivity, and/or services to improve the services and cost effectiveness to the end user.

d) Technology Refreshment Business Case –During the life of the contract, the Contractor must identify any technological refreshments that apply to the equipment or systems supplied or maintained under this contract.  The Contractor must monitor the developments and trends in voice telecommunications technology.  When a new technology is considered by the industry as stable and ready for implementation, the Contractor must evaluate its suitability for the FAVES environment.  When a suitable match is identified, the Contractor must present a business case to the FAA explaining the new technology, its pros & cons as applicable to the FAVES environment, sites where it can be implemented, costs involved, and returns on investment (ROI).  Recommended tech refreshes and upgrades must consider the planned evolution of the FAA’s administrative voice enterprise to ensure upward compatibility.  In addition, the Contractor must assess cost and performance trade-offs to support FAA decision-making with respect to whether systems should be upgraded or replaced.  If multiple service delivery models are possible for implementing the new technology (such as hosted, owned, shared, leased), their pros and cons must also be evaluated and presented.  The implementation of any upgrades, tech refresh actions, or system replacements is subject to Government approval and will be ordered as outlined in Section C paragraph 4.3.  

e) Technology Evaluation Report – The plan must discuss the FAA’s method of recommending a technology for evaluation by the Contractor to estimate its suitability to the FAVES environment.  On receiving such a request, the Contractor must provide an evaluation report including but not limited to the state of the technology; its advantages, disadvantages, risks and impacts when applied to the FAVES environment; costs involved in implementing at selected or pilot sites; recommendations for suitable pilot site(s) if viable; a refresh schedule with sites and milestones identified; and, equivalent alternatives if available.
f) Documentation  –  The Contractor must provide descriptive information, diagrams or brochures for all new product offerings and all associated components as well as manufacturer system or maintenance manuals, user guides or any other documentation required to operate, administer or maintain any technology refresh related features or functionality.



	DATA ITEM DESCRIPTION

	1. TITLE 

Capacity Utilization Report
	2. NUMBER

F004

	3. DESCRIPTION/PURPOSE

The Capacity Utilization Report must provide information to indicate where additional access capacity is or will be required, and where opportunities exist to reduce the Government’s cost.  This report must be based on monthly reviews of all FAVES access service arrangements and analysis of traffic usage data.

	4. DATA REQUIREMENTS

Reference:  SOW paragraph 4.2.5
Contents: 

a) Access Capacity. The Capacity Utilization Report must document FAVES access capacity status including but not limited to the following:

1) Provide a listing of installed, used, and spare access capacity for systems, trunks, circuits and LAN connections for all access facilities.  Highlight the location of facilities where access facilities have exceeded 60% of design capacity.

2) Propose access enhancements to improve access efficiency or increase the design capacity.

3) Identify opportunities for optimization of service provisioning, including grouping of Government locations and/or Service Delivery Points (SDPs) by LID/FAC into an access network arrangement.

4) Identify opportunities for optimization of service provisioning both in the use of the Contractor’s network and in the Contractor’s provisioning of access, including any potential cost savings.  The report must also address any installation upgrades required to implement the proposed change(s).
5) Provide a listing of installed, used and spare access capacity.

6) Propose access enhancements.

b) The report must address any installation upgrades and or network design changes required to implement proposed changes and provide an estimate of initial cost and future benefits.




	DATA ITEM DESCRIPTION

	1. TITLE

System Verification Plan 
	2. NUMBER

F005a

	3. DESCRIPTION/PURPOSE

The System Verification Plan must describe the Contractor’s service verification methodology, including the level and methods for verifying FAVES services necessary to ensure compliance with the SOW requirements.

	4. DATA REQUIREMENTS

Reference: SOW paragraph 4.5.1 
Contents:

The System Verification Plan must provide a description of the verification testing to include the specific Contractor proposed verification activities conducted or supported by the Contractor as required in Section 4.5 of the SOW.  The Contractor must identify the scope of verification activities to be performed to ensure interoperability with FAVES subsystems and meet the functional requirements defined in the FAVES Technical Specification.

a)   The Plan must include the following at a minimum:

1) Manufacturer reference documents used in the generation of the Plan.

2) Management of the verification program.

3) Description of how the Contractor will conduct and support each verification activity as required by the SOW.

4) For each system, service, advanced feature and/or function, specific verification activities, test scripts, processes and equipment including requirements for Government support and resources.

5) Schedule of verification activities, correlated with the service plan.

6) Configuration management as required to support verification activities.

7) Quality Assurance as required to support verification activities.

8) Processes for discrepancy reporting and resolution.

9) Security testing as defined and required by FAA Security representatives.

b)    The Contractor must provide test scripts for the sites 5 days prior to cutover to ensure that all special functions or features are tested prior to system implementation.  At a minimum, testing should include local and long distance calling; 800, 411, 611 access; ability to call OCONUS FAA locations; blocked NPAs/NXXs to prevent fraudulent toll calling, (i.e., 900) and other tests as prescribed by the FAA.  At the completion of this activity, if the testing is successful, the FAA representative must provide acceptance according to the requirements of DID F005b – System Acceptance Procedures.

c)    The Contractor must notify the FAVES COTR at least 10 working days prior to the start of any verification activities.  The Government reserves the right to observe any and all of the verification activities performed by the Contractor.

d)    Issues identified by the Government resulting from testing must be resolved prior to installation at FAA facility locations.  Deviations must be coordinated and approved by the FAA.  All verification activities that fail must be repeated at no additional cost to the Government until requirements are successfully met.  Should remedial action not resolve in an acceptable system, the Contractor must provide immediate resolution through the replacement of the system or component in question. 


	DATA ITEM DESCRIPTION

	1. TITLE

System Acceptance Procedures 
	2. NUMBER

F005b

	3. DESCRIPTION/PURPOSE

The System Acceptance Procedures must describe the Contractor’s system acceptance methodology, including the level and methods for accepting FAVES services necessary to ensure compliance with the SOW requirements.

	4. DATA REQUIREMENTS

Reference: SOW paragraph 4.5.2
Contents:

Prior to the installation of a new system or the completion of major upgrades or system expansions
, the Contractor must develop System Acceptance Procedures to demonstrate FAVES systems and services are functioning as required/specified (e.g., ensuring minimum standards for end-to-end voice quality are met).  This requirement applies to “premised-based” systems as well as new systems that are part of the Contractor’s enterprise solution.  The System Acceptance Procedures are subject to Government approval.  

a) The acceptance procedures must be prepared in a format determined most appropriate by the Contractor and must contain the following at a minimum:

1) The name and identification of the acceptance activity covered by the procedures.

2) A description of the system acceptance process.

3) The specific FAVES services or sites being accepted by the procedures.

4) A brief description of the acceptance methodology and approach used for formal FAA acceptance of the FAVES service or site.

5) Identification of any exceptions or deviations from the FAVES requirements.  

6) The data to be collected and the activity required for FAA acceptance of the service or site.

7) Contractor and Government personnel required during the acceptance activity.

8) Reference to the applicable verification procedures supporting acceptance of the service or site.

b)   The Contractor must notify the FAVES COTR at least 5 working days prior to the start of any system acceptance activities.  The Government reserves the right to observe any and all of the system acceptance activities performed by the Contractor.

c)    Any System Acceptance activities that fail must be repeated at no additional cost to the Government until requirements are successfully met or the Government advises the Contractor to identify a replacement solution that meets requirements.  




	DATA ITEM DESCRIPTION

	1. TITLE

System Verification Report 
	2. NUMBER

F005c

	3. DESCRIPTION/PURPOSE

The System Verification Report must document the results of the Contractor’s System Verification Plan. 

	4. DATA REQUIREMENTS

Reference: SOW paragraph 4.5.4
Contents:

a)   The Report must include the following at a minimum:

The System Verification Report must be prepared for the FAA in a format determined most appropriate by the Contractor and must contain the following at a minimum:

1) The name/identification and date of the verification procedure that was conducted.

2) The specific FAVES services and features, including security, or the type of system (hardware/software version) tested to include site location, address and system specifics, i.e., number of lines and stations.

3) Reference to the verification procedure used to generate this report with description of any changes to or deviations from that procedure.

4) An analysis, interpretation, and summary of the verification results including the pass/fail status of all requirements verified, reference to waivers or deviations and the results of any regression tests conducted.

5) A copy of all the raw data collected and the reduced data with analysis (if performed).

6) A completed functional test plan.

7) Certified ready for acceptance statements.

8) Estimated Installation date. 

9) Any systems pending or scheduled for testing.

10) Signatures from all Contractor and Government personnel participating in the verification activity.

11) Any outstanding technical issues, resolution and estimated time of resolution.

b)   The Government has the right to request any completed documents prior to the completion of the testing period.

c)  All documentation becomes the property of the Government.




	DATA ITEM DESCRIPTION

	1. TITLE

System Acceptance Report
	2. NUMBER

F005d

	3. DESCRIPTION/PURPOSE

The System Acceptance Report must document all results of System Acceptance.

	4. DATA REQUIREMENTS

Reference: SOW paragraph 4.5.5
Contents:

a) The System Acceptance Report must be prepared in a format determined most appropriate by the Contractor and must contain the following at a minimum:

1) The name/identification and date of the acceptance procedure that was conducted.

2) The specific FAVES services or sites accepted by the report including types and software versions of systems accepted.

3) Location information such as address and city related to the system being accepted.

4) Reference to the acceptance and/or verification procedures used as a basis of this report with description of any changes to or deviations from those procedures.

5) A summary of the acceptance results including the status of all measured acceptance parameters, overall acceptance or rejection from the FAA and the status of all waivers or deviations.

6) Copies of the acceptance data supplied or measured during the acceptance process.

7) Signatures from all Contractor and Government personnel participating in the acceptance activity.

8) The Contractor name and contact information who conducted acceptance testing.

9) Name of accepting Government official.

10) All dates of final acceptance.

11) Any systems that are being readied for acceptance and the estimated date for acceptance testing.

12) Any outstanding issues that have caused the system to fail acceptance.

13) Estimated date of the new acceptance activity, if applicable.

b)   The Government has the right to request any completed documents prior to the completion of the acceptance period.

c)  All documentation becomes the property of the Government.




	DATA ITEM DESCRIPTION

	1. TITLE

Site Survey Report
	2. NUMBER

F006

	3. DESCRIPTION/PURPOSE
The Site Survey Report must document the outcome of the Contractor conducted Site Survey.  It is intended for the Contractor to coordinate and conduct site surveys at domestic Government facilities to collect information as identified by Government approved checklist.  Site Surveys for International sites must be ordered via task order, as required.  Additionally, campus locations must be documented in a single Site Survey.

	4. DATA REQUIREMENTS

Reference: SOW section 4.6.1

Contents:
a) Prior to conducting any site surveys, the Contractor must prepare and submit for Government approval a standardized “site survey checklist” that provides a comprehensive list of the information that the Contractor intends to collect during site surveys.  

b) The Site Survey Report must reflect outcomes of the Site Survey activity in compliance with the Government approved checklist.  The checklist will include, at a minimum, but not be limited to:  identifying site preparation work, space requirements, any specific assistance that will be required from the Government and any other related issues prior to implementation of new systems or upgrades to current systems.  During the site survey, the Contractor must address any preliminary data gathering (e.g., existing numbering plans, equipment locations, power requirements, key or critical stakeholders and functions, special requirements, peripheral connections such as voicemail, IVR, CDR, paging, POTS lines and power failure locations, battery and UPS requirements, etc.).

c) The Contractor must be responsible for determining the accuracy of site documentation obtained from the Government to the extent that it affects the implementation of systems and equipment obtained under the FAVES program during the Site Survey activity.  Any documentation inconsistencies or errors must be noted in the Site Survey Report.

c)   Additionally, the Site Survey Report must identify all coordination activities necessary to ensure the successful completion of the planned implementation activities.  These milestones and activities may be aligned with a timeline in the form of a project plan to be delivered to the Government.


	DATA ITEM DESCRIPTION

	1. TITLE

Site Specific Implementation Plan
	2. NUMBER

F007

	4. DESCRIPTION/PURPOSE

The Site Specific Implementation Plan (SSIP) must describe the tasks required to prepare locations for the implementation of FAVES services, including analysis of the key areas of risk entailed in the implementation activities and the Contractor’s specific approach to minimize impact on the site facility, mission and personnel.  Each SSIP must address how administrative requirements will be met during the installation and cutover period.

If a site survey is not ordered, the Contractor must develop the SSIP from information derived from site surveys at similar sites and site specific information provided by the Government.  For locations where Service Delivery Points (SDPs) are distributed among facilities (e.g., a campus or base environment) the body of the SSIP must address the primary facility.  Connected facilities housing distributed SDPs must be described to the extent necessary in appendices.  Each appendix will include all items listed in Section 5 unless they do not differ from the information provided in the body of the document.  Each distributed facility must be identified by the assigned LID/FAC or a Government assigned unique identifier if a LID/FAC has not been assigned. 

	5. DATA REQUIREMENTS

Reference: SOW paragraph 4.6.4

Contents:

The SSIP must define tasks and associated schedules for the implementation of FAVES services at a specific facility.  It must provide but not be limited to the following:

a) Documentation of site survey results.

b) Description and schedule for site preparation, installation, verification, and coordination activities required for the site.

c) Steps required to ensure integration with the enterprise architecture.

d) Government and Contractor points-of-contact and telephone numbers.

e) Site geographic location and access instructions.

f) Site hours of operations, including hours when implementation activities may be performed.

g) Physical dimensions of space that will house FAVES CPE/GFE.

h) Distance of CPE/GFE from power panel boards.

i) Distance of CPE/GFE from grounding and bonding termination points.

j) Drawings indicating locations and layout of the following:

1) SDPs

2) Enclosures

3) Racks

4) Network Provider Interfaces

5) Power panel boards

6) Grounding and bonding termination points

7) Cable trays and ladders

8) Peripheral equipment, such as voicemail, CDR, paging, IVR, 911/E911, batteries, UPS, etc.

9) Other Contractor-installed equipment

k) Cable distances from FAVES CPE/GFE to end-user equipment and technical solution to support required cable length.

l) Description and layout of inside or premise wiring, as required.

m) Description of the installation and/or use of any common infrastructure equipment, if applicable.

n) Frequency coordination plans, if applicable.

o) Provisions for FAVES-related physical security measures.

p) Assessment of site-specific implementation risks or potential problems with applicable mitigation activities.

q) An approach to minimizing disruption to the FAA’s administrative functions supported by FAVES systems and equipment.

r) Drawings depicting Interfacility cabling that will be used to support distributed SDPs, if applicable. 




	DATA ITEM DESCRIPTION

	1. TITLE

As-Built Drawings
	2. NUMBER

F008

	3. DESCRIPTION/PURPOSE

As-Built Drawings must provide the “as-installed” details for CPE/GFE, wiring and associated equipment installed at a specific site.  As-Built Drawings for individual sites and campus environments consisting of multiple sites will be ordered under separate CLINs.  As-Built Drawings for the sites comprising a campus environment (as designated by the Government) must be provided under a single As-Built Drawing when ordered by the Government.

	4. DATA REQUIREMENTS

Reference: SOW paragraph 4.6.5.2

Contents:
a) Drawings must include, but not be limited to, the following:

1) The routing of FAVES signal, control, power, and grounding cables, including electrical power cables.

2) The site plans or floor plans, and network map showing FAVES equipment identification, configuration, and location including entry point and SDP, connections, system ports, stations and trunks to include Plant test numbers, local and Interexchange circuit IDs, switches, conferencing equipment, riser, tie and station wiring, wire closet, jacks, etc. 

Elevation drawing of racks showing height/width of FAVES equipment, name/manufacturer/model number               of each piece of equipment and the location of power on/off switches.

3) Identification of the SDPs with a description of exactly where and how the FAVES service is connected to the Government equipment.

Location of any peripheral equipment maintained under the FAVES contract, i.e., voicemail, ACD, IVR, paging, CDR, 911/E911, batteries and UPS.

Unique information about a particular site or location.

b) The Contractor must provide initial mark-ups at the time of installation.

c) As-Built Drawings provided by the Contractor must be viewable in .DWG file format.


	DATA ITEM DESCRIPTION

	1. TITLE 
Service Configuration Report
	2. NUMBER

F009

	3. DESCRIPTION/PURPOSE

The Contractor must provide a Service Configuration Report.  Its purpose is to minimize the potential for a major outage by requiring the Contractor to periodically confirm the configuration of Contractor serviced and maintained FAVES systems and to certify as configured, that the systems maintained and implemented under this contract meet the diversity and FAA security requirements as ordered.  The Contractor must also use the Enterprise Plan as a roadmap to ensure that configurations maintained will be compatible with the final end-state architecture when determined.

	4. DATA REQUIREMENTS

Reference:  SOW paragraph  4.7.4
Contents:

The Service Configuration Report must review and document for each core FAVES location (identified in Attachment J.6 - Inventory) the FAVES systems, connectivity (and routing for enterprise systems) from SDP to Inter-eXchange Carrier (IXC) Point of Presence (PoP) and vice versa in addition to all switching and routing schemes to ensure efficient utilization of WAN and PSTN resources.  The Report must be delivered electronically for import into Government information systems in a Government-specified format.
The Service Configuration Report must highlight configuration changes since the previous release of the report.  In addition, individual MapInfo drawings (electronic files), annotated to show the actual physical routing of all intra- and inter-LATA access circuits at each large and medium FAA facility, must be provided upon transition of the facility and updated whenever a change occurs in this information.  


The Service Configuration Report must contain a signed statement in which the Contractor certifies that the FAVES network as currently configured meets all of the diversity requirements as ordered.  The Report must identify any single points of failure that remain and any actions taken to meet diversity requirements (reference any approved deviations, waivers or additional costs associated with engineering build out, if necessary).  These options will be reviewed by the FAA and a final determination will be made based on risk, impact and cost.

The following configuration tables indicate the type of information required for each category of site.  Depending on the system configuration at a given site, the Contractor must include more (or less) data fields to ensure completeness of configuration information.  For locations being served by systems at other/shared locations, suitable entries must be included under relevant fields.

a) Locations which are legacy VTS Sites, as well as medium and larger system sites:
Systems at Location(
PBX

Voice Mail

Conference Bridge

Voice Gateway

Data Requirement(
Manufacturer

Model

Installed Software Version

Manufacturer Recommended Software Version

Port Capacity Installed

Port Capacity in Use

Quantity of Digital Trunks (T1/PRI - Local ) and Provider

Quantity of Digital Trunks (T1/PRI - Long Distance) and Provider

Number of POTS Lines and Provider

System Fully Compliant with FAVES Security Requirements

System Fully Compliant with FAVES Diversity Requirements

NPA, NXX Codes

System Fully E911 Compliant

b) Locations with Smaller PBX or Key Telephone Systems

Systems at Location(
PBX

Voice Mail

Data Requirement(
Manufacturer

Model

Installed Software Version

Manufacturer Recommended Software Version

Port Capacity Installed

Port Capacity in Use

Quantity of Digital Trunks (T1/PRI –Local) and Provider

Quantity of Digital Trunks (T1/PRI - Long Distance) and Provider

Number of POTS Lines and Provider

System Fully Compliant with FAVES Security Requirements

System Fully Compliant with FAVES Diversity Requirements

NPA, NXX Codes

System Fully 911 Compliant

c) Details to be included in the Service Configuration Report for locations where FAVES systems are deployed per the Enterprise Plan depend on the level of convergence achieved and the dependence on FAA data networks (LAN/WAN) at these locations.  Information on LAN, WAN components must be included when these are independently maintained by the FAVES Contractor.

Locations with Systems Deployed According to The Enterprise Plan 

FAVES System Components at Location(
Voice Switch

Router/ Gateway

LAN Switch

Data Requirement(
Manufacturer

Model

Voice Mail features enabled?

Unified Messaging enabled?

Manufacturer Recommended Software/OS/Firmware Version

Port Capacity Installed

Port Capacity in Use

WAN Connectivity (Link Type, Size, Carrier)

Date of last routing configuration change

PSTN Backup Connectivity  (Link Type, Size, Provider)

Number of POTS Lines

System Fully Compliant with FAVES Security Requirements

System Fully Compliant with FAVES Diversity Requirements

NPA, NXX Codes for PSTN lines

Voice Mail features enabled?

Unified Messaging enabled?

System Fully 911 Compliant

d) Locations with Purely Hosted Services Under The Enterprise Plan 

FAVES System Components at Location( 

Router/Gateway

LAN Switch

Data Requirement(
Manufacturer

Model

Installed OS/Firmware Version

Manufacturer Recommended OS/Firmware Version

Port Capacity Installed

Port Capacity in Use

WAN Connectivity (Link Type, Size, Carrier)

Voice Mail features enabled?

Unified Messaging enabled?

System Fully E911 Compliant




	DATA ITEM DESCRIPTION

	1. TITLE

Maintenance Plan
	2. NUMBER

F010

	3. DESCRIPTION/PURPOSE
The Maintenance Plan must describe the Contractor’s FAVES maintenance organization, and the approach, processes, and procedures to be used to successfully maintain the FAVES system components. The Plan must address provisions for service continuity and service restoration of key sites.  The Contractor must be responsible for the operation, maintenance, and repair of systems implemented under the FAVES contract and equipment items provided to the Contractor as Government-furnished items.   Maintenance actions include preventive maintenance as well as corrective maintenance when an equipment failure occurs.  Equipment items include hardware, software, and firmware.

	4. DATA REQUIREMENTS

Reference:  SOW paragraph 4.8.1
Contents:
a) Organization:  The Plan must describe the relationship between the maintenance organization and FAVES Enterprise Operations Control Center (EOCC).  The Plan must describe the number and type of maintenance personnel supporting FAVES telecommunications services, security, and EOCC, and the normal work location of maintenance personnel.  The Plan must also provide Government to Contractor maintenance points of contact and telephone numbers, e-mail addresses, business hours, emergency/out-of-hours and escalation procedures for making these contacts and the conditions under which they should be made.  The Plan must describe the Contractor’s approach to maintaining the roster of maintenance personnel by support area and substitution personnel, if required.

b) Preventive and Corrective Maintenance:  The Plan must describe preventive and corrective maintenance activities planned for Contractor equipment located within Government and Contractor facilities. This discussion must include anticipated frequency and length of visits and the number of Contractor personnel who ordinarily would require access to Government facilities.  The Plan must also provide a description of the remote diagnostic procedures including associated security procedures. The Plan must address any risks or anticipated impacts to any FAVES services or other services.  The Plan must explain how current approved Access Control Lists and procedures will be maintained by the Contractor and coordinated with the appropriate FAA offices.  The Plan must also include the approach for coordinating and scheduling corrective maintenance and provide a schedule based on manufacturer recommendation.

c) Battery Maintenance:  The Plan must address the preventive maintenance and life cycle replacement of Contractor-provided or Government-furnished battery systems.   

d) Trouble Reports:  The Plan must discuss procedures for reporting problems with FAVES telecommunications and security services. The Plan must identify who will respond to such reports and provide specific procedures for logging such calls, prioritizing responses, and tracking problem resolution.

e) Chronic Troubles:  Should a system/feature or set problem go unresolved for more than two consecutive reports within 30 business days, the Contractor will be requested to provide immediate corrective action or replacement.

f) Escalation Procedures:  The Plan must provide escalation procedures to be used to obtain responsive action to a Trouble Report or other service problems identified by the Government or the Contractor.  The procedures will, at a minimum, identify successive senior FAVES management personnel and their telephone and mobile numbers and the conditions under which they will assist in the monitoring and resolution of the problem.

g) Emergencies, Contingencies, and Disasters:  The Plan must describe how emergencies requiring access to Government facilities will be identified and communicated to the Government, managed by the Contractor, and solved by the Contractor.  This description must include an explanation of how the Government will be kept advised of the status of repair efforts.  The Plan must describe contingency and service recovery provisions that will be used to ensure continuity of telecommunications, and security services.  The Plan must provide specific contingency and disaster recovery plans and procedures the Contractor will employ to mitigate the impact of, and ensure the timely recovery from, natural or man-made disasters, such as power disruptions, fires, earthquakes, hurricanes, tornadoes, floods, terrorism and/or any other emergencies as deemed by the FAA.

h) Service Restoration:  The Plan must describe how the Contractor will initiate trouble-shooting and perform the actions necessary to restore the service when the outage is determined to have been caused by the Contractor or Contractor- maintained systems. 


	DATA ITEM DESCRIPTION

	1. TITLE 

Information Systems Security Plan
	2. NUMBER

F011

	3. DESCRIPTION/PURPOSE
The purpose of the Information Systems Security Plan (ISSP) is to define the Contractor’s approach to implement comprehensive security protection for FAVES systems and services.  The ISSP must identify the Systems’ and Services’ security requirements, operational environment, sensitivity, risks, and detailed countermeasures to protect FAVES from current and evolving threats.  The Contractor must ensure that sensitive data, software, and hardware are protected from unauthorized disclosure, access, modification, or corruption.  The Contractor must ensure that all sensitive data contained on hardware and storage media is no longer readable upon decommissioning of those items.


	7.0   TECHNICAL CONTROLS

7.1  Identification and Authentication
a) Describe the method of security, telecommunications services, and remote user authentication mechanisms and procedures.

b) Procedures for authentication credential changes: 

1) After expiration,

2) Routine or emergency revocation and 

3) Forgotten/lost

c) Procedures for handling security credentials.  

d) Describe how authentication credential changes are enforced, and identify who changes the authentication credentials.

e) Describe the self-protection techniques for the user authentication mechanism.
f) Describe the actions taken when three invalid access attempts occur.

g) Describe the procedures for verifying that all default passwords and accounts have been removed.

h) Describe the procedures for prohibiting access scripts with embedded passwords.

i) Describe any policies that provide for emergency bypassing of user authentication requirements or using single-sign-on technologies and any compensating controls.  Provide justification for bypassing user authentication requirements.

j) Describe any use of digital or electronic signatures and the standards used.

k) Describe any token controls used on this system and how they are implemented.

l) Describe the level of enforcement of the access control mechanism.

m) Describe how the access control mechanism supports individual accountability and audit trails.

7.2  Logical Access Controls for FAVES Enterprise Operational Control Center (EOCC), Security, and Remote Users

a) Discuss the controls in place to authorize or restrict the activities of EOCC, Security, and remote users.

b) Describe any features that are designed to permit only authorized access to or within the system, to restrict users to authorized transactions and functions, and/or to detect unauthorized activities.

c) Describe how access control rights and privileges are granted.

d) Describe how an Access Control List (ACL) or register is established, maintained and updated.

e) Describe how users are restricted from accessing the operating system, other applications, or other system resources not needed in the performance of their duties.

f) Describe controls to detect unauthorized transaction attempts by authorized and/or unauthorized users or processes. Describe any restrictions to prevent users or processes from accessing the system or applications outside of normal work hours or on weekends.

g) Describe warning banners and provide an example of the banners used. State whether the Dept. of Justice, Computer Crime and Intellectual Properties Section, has approved the warning banner.

7.3  Public Access Controls

If the public accesses any portion of the FAVES and/or its components, discuss the additional security controls used to protect the integrity of the application and the confidence of the public in the application. Such controls include segregating information made directly accessible to the public from official agency information. Describe:

a) Access control to limit what the public user can listen to, modify, or delete.

b) Controls to prevent public users from modifying information on the system.

c) Controls to Prohibit public from accessing unauthorized databases or services.

d) Legal considerations.

7.4  Audit Trails

a) Describe plans to implement an audit trail.

b) Describe how they will be reviewed, and what actions will be taken for detected problem areas.
7.5  Authorized User Lists
a) Describe the procedure that will be used for the Government to submit to the Contractor an Authorized User List. 

b) Describe the procedure that will be used for the Government to submit updates to the Authorized User List information.

7.6  Security Management
(a) Describe the entire lifecycle process for sustaining and maintaining FAVES information security from inception and implementation through decommissioning.

(b) Provide a list of all security parameters for each service that will be monitored for the collection of security data.

(c) Provide a list of all security conditions that generate alarms.

(d) Provide a list of all security conditions that generate alerts.

7.7 Security Incident Handling

(a) Describe the process for initiating security responses and for logging and reporting all security incidents to include false positives, as required for the Security Incident Report (F012) and prioritizing and monitoring their resolution.

(b) Describe the process for ensuring the limited distribution of security incident tickets or reports on a need to know basis.

(c) Describe the entire security incident handling lifecycle process from detection through closure.

8.0 SYSTEMS IDENTIFICATION

8.1 Systems Name/details

a) Identifiers & Names given to the systems hosting FAVES services.

b) Physical location of the systems hosting FAVES services.

c) Logical and physical connectivity diagrams showing how these systems integrate with the other FAVES infrastructure.

8.2 Responsible Organization

List Contractor organization responsible for the Security Plan for the hosted FAVES services.

8.3 Information Contact(s)

Name of person(s) knowledgeable about, or the owner(s) of, the Systems Security Architecture for the systems hosting FAVES services and their alternate.

a) Name

b) Title

c) Address

d) Phone(s)

e) Email

f) Pager

8.4 Assignment of Security Responsibility

Names of persons responsible for security of the systems hosting FAVES services and their alternate contacts.

a) Name

b) Title

c) Address

d) Phone(s) both landline and mobile

e) Email

f) Pager

9.0 General Description/Purpose
a) Describe the purpose and function of the systems hosting FAVES services.

b) Describe if the systems are hosting services exclusively for the FAA FAVES or shared with other customers

c) Describe the typical processing flows:

· from systems hosting FAVES services to other FAVES GFE or Contractor owned systems 

· from systems hosting FAVES services to end user

· from systems hosting FAVES services to/from the EOCC OR Security Management Services

d) Describe the telecommunications services, security, access control, and auditing procedures.

e) Provide traceability of security measures to all FAVES security requirements (See Section 2 - Applicable Documents).

10.0 INFORMATION PROTECTION 

a) Include a statement of the estimated risk and magnitude of harm resulting from the misuse, or unauthorized access to or modification of security information.

b) Describe the mechanisms and procedures that will be implemented to achieve and sustain FAVES security while transitioning services.

c) Describe the mechanisms and procedures that will be implemented to achieve and sustain isolation between FAVES and other customers if the systems are being shared.

11.0 OTHER CONTROLS

a) Describe the approach for conducting periodic internal technical and management reviews of the systems hosting FAVES services.

b) Describe how security mechanisms will be updated as new threats/vulnerabilities are identified and as new technologies are implemented.

c) Describe how FAVES information is archived, discarded, and destroyed. 

d) Describe how security certification and authorization (C&A) is maintained.

e) Define how access to sensitive information and equipment will be restricted to the minimum necessary to perform the job; i.e. separation of duties.

f) Describe procedures for responding to, reporting, and recovering from security vulnerabilities and the necessary coordination with FAA.


	DATA ITEM DESCRIPTION

	1. TITLE 

FAVES Security Incident Report
	2. NUMBER

F012

	3. DESCRIPTION/PURPOSE

The purpose of the Security Incident Report is to:

1) Alert the Government to security incidents and provide an initial notification (see Section I below) by opening a security incident report within 15 minutes of incident detection.

2) Provide the Government a follow-up assessment of the security incident within 24 hours of incident detection (Section II);

3) Provide the Government a formal security incident closure report (Section III) recommending formal closure of the security incident within five business days after Contractor’s tentative closure of incident.  Security incidents cannot be formally closed without Government concurrence.

Note:  Timely submission of the Initial Notification and Follow-up Assessment is required even if all data called for by this DID is not available within the time limit.  Multiple related security anomalies can be reported as a single incident.



b)  Incident details 


	d)  Copies of Recorded Data 
Should the Government request copies of recorded data, the Contractor must have available, copies of the recorded data showing the evidences of the incident.  This may include log files, archive records, audit data, and/or intrusion detection system reports. 

e)  Test AND Inspection results 
The Contractor must provide a high-level summary description of all testing and/or inspection that was accomplished concerning the incident. Should the Government request copies of test/inspection results, the Contractor must have available copies of the test/inspection results for the incident.

f)  CONTRACTOR'S Conclusions AND RECOMMENDATIONS
The Contractor must provide a description of the conclusion of the incident, to include the following:

1) Summary of actions taken to stop the impact of the incident and the actions taken to reverse any damage caused by the incident;

2) Summary of actions/countermeasures taken to preclude reoccurrence of the incident;

3) Rationale for changing/updating any of the initial assessments;

4) An estimate of Service Loss Expectancy (if the incident repeats in the future);

5) Listing of other incident tracking numbers which are linked to this incident (where this incident occurrence served as the root cause of the outage or incident).




	DATA ITEM DESCRIPTION

	1. TITLE

System Characterization Document
	2. NUMBER

F013

	3. DESCRIPTION/PURPOSE

The System Characterization Document must provide the system description, including the system overview and mission; system architecture; hardware and software; internal and external connectivity/interfaces; and system data/information types, sensitivity, and criticality. 

	4. DATA REQUIREMENTS

Reference: SOW Section 4.11.6(g) (i)
Contents:

The Contractor must maintain the current status of the inventory of components comprising the FAVES security monitoring capability and provide that information to the Government in the FAVES System Characterization Document.

The System Characterization Document must include the following information as a minimum:

1.0  INTRODUCTION
1.1
General System Information
a)  System Name 

b)  System Acronym

c)  System Owner and Telephone Number

d)  Organization Responsible for system

e)  System FIPS 199 Security Categorization

f)  Phase of the system lifecycle

g)  Number of deployed sites 
1.2
Purpose

1.3
References

1.4  Summary of Changes

1.5  Document Organization

2.0 SYSTEM DESCRIPTION

This section describes the functional and technical characteristics of the system, including: system overview and mission description; system architecture; system interfaces; data type; and the criticality and sensitivity of information that is received, processed, and transmitted by the system.

2.1 System Overview and Mission

Provide a high-level description of the system functionality (e.g., what the system is and what it does) and FAA mission that the system supports (e.g., system x consists of voice systems which support the administrative requirements of the FAA user community).  

2.2  System Architecture

Describe the overall system architecture and all major subsystems. Provide an overall systems architecture diagram, including identification of system interfaces, major subsystems, subsystem hardware, firmware, and software assets. Support systems (both hardware and software) that are used for development, operational support and maintenance must be described. For networks and transmissions system, the network management configurations need to be addressed. Additionally, the Certification and Authorization (C&A) boundary must be described, including diagrams or text to clearly delineate which components are to be evaluated as part of any Security Certification and Authorization Package (SCAP) process and which are not included. Elements not included in the C&A boundary must be identified in paragraph 2.3.

2.3  System Interfaces, Interconnections, and Data Flow

Describe the interfaces, interconnections, and information flowing between this system and other systems. Internal interfaces, external interfaces, and system boundaries need to be included.

2.4 Security Categorization
Document the ATO defined FIPS-199 Security Categorization for the system.  Include the various types of system information and corresponding SC for each information type. 

Identify whether the system contains Personally Identifiable Information (PII).  If the system contains PII a Privacy Threshold Analysis (PTA) and a Privacy Impact Analysis (PIA) must be conducted.

3.0 SYSTEM ENVIRONMENT

3.1  Facility Description

Identify and describe the facility type(s) where the system is located, including but not limited to:

a)  Manned Operational Sites (e.g., Air Route Traffic Control Centers, Towers, Systems Maintenance Offices, Automated Flight Service Stations)

b)  Unmanned Operational Sites

c)  Administrative facilities (Regional Offices, FAA Headquarters Offices)

d)  Development, Support, and Maintenance Facilities

e)  Contractor or Vendor Owned Facilities (e.g., Data Centers, Network Management Centers)

Additionally, describe where the system and subsystem components are located within each facility type (e.g., the system is located in an equipment room that is protected with a swipe-card device). Also describe other environmental on-site equipment, including smoke detectors, fire extinguishers, plumbing, and HVAC.

3.2  System User Types

Identify the types of personnel who have local and remote access to the system, including operators, system specialists, system administrators, super users, FAA 1st and 2nd Level Support, contractors, vendors, and other general system users. Identify what user types have access to what subsystems (e.g., distributed systems located in various facilities may consist of several subsystems that have restricted access to certain user types).

3.3  Operational Agreements

List and describe all system-related operational agreements such as Memorandums of Agreement (MOAs) that may exist with other FAA (e.g., Extranet) and/or non-FAA (e.g., private industry or Department of Defense) system users.

3.4  Development, Support, and Maintenance

Describe the system development, support and maintenance environments. Describe the process and controls for moving data between the development, support, and maintenance environments. Topics may include, but are not limited to the following:

a)  Configuration management (e.g., describe formal NAS and/or Administrative Configuration Controls)

b)  1st and 2nd Level Support

c)  Local/remote maintenance procedures, including involvement of FAA and contractor/vendor maintenance personnel

d)  Procedures for modifying/debugging software (local and remote), including how files with bugs are identified, transferred to the appropriate organization for resolution, tested, and reloaded onto the system

e)  Maintenance/disposal, handling, storage, and marking of hard drives, magnetic/optical media, other devices, and documents that contain system data 

f)  What type of backups are performed (e.g., full, incremental) and how often

Appendix A –  ACRONYMS

Provide a list of all acronyms used in this document.


	DATA ITEM DESCRIPTION

	1. TITLE

Contingency and Disaster Recovery Measures Plan and Procedures
	2. NUMBER

F014

	3. DESCRIPTION/PURPOSE

The document describes the backup operations, and security-relevant actions to be taken during contingency operations start-up, contingency operations, and FAVES service/system reconstitution.


	c) 
Conditions Requiring Contingency and/or Disaster Recovery Operations:  State the conditions that will require the activation of C&DR operations.   The listing within this section may be a subordinate set of the listing within the Maintenance Plan (CDRL F010).  This information may be shown in table or text format; however, the intent of the format is to facilitate rapid access and execution of any contingency action. 
d)  
Security-Relevant Actions During Contingency Operations:  Describe the security-relevant action(s) that is/are to be taken upon the start of C&DR operations.  Clearly describe how the affected information and services is to be handled in order to prevent unauthorized disclosure, loss of integrity, and/or lack of availability.  Describe the sequence of activities and the timeframes in which they must be accomplished.  Identify the responsible person/organization for each activity.  


	DATA ITEM DESCRIPTION

	1. TITLE

Electronic Data Interchange (EDI) Interface Control Document (ICD)
	2. NUMBER

F015

	3. DESCRIPTION/PURPOSE

This document defines the interface design characteristics for FAVES interface requirements contained in the applicable paragraphs of the SOW.

	4. DATA REQUIREMENTS

Reference: SOW paragraph 4.7.7
Contents: 
a) At a minimum, the EDI ICD must address the following for inventory data, billing, FAA systems needs:
1) Location Details

A. Location Identifier (LID)

B. Facility (FAC)

2) PBX System Details 

C. Manufacturer

D. Model

E. Software Release

F. Stations

G. Active Voice Extensions (legacy VTS locations)

H. PBX Collocated Facility

3) Voicemail System Details 

I. Manufacturer

J. Model

K. Software Release

L. Voicemail System Location (i.e., on-site, off-site, external, internal)

M. Stations

N. Active Voicemail Extensions (legacy VTS locations)

O. Voicemail Collocated Facility

4) Conference Bridge Details (Legacy VTS)

P. Conference Bridge Hours of Operation

Q. Conference Bridge Configuration and other Interfaces

5) Ancillary System Details (Legacy VTS)

R. Ancillary Applications
S. SecureLogix Software and Hardware Release
T. Approximate Number of Stations on ETM
U. Ancillary Processors (i.e., voicemail, call acceptance)

6) Additional Location Details (Legacy VTS)

V. Full Time Tech Support

W. Connections to other Government Networks

X. Satellite Office Connectivity

Y. Remote Access

7) Site Connectivity

Z. Local Connectivity

· Number of Digital Trunks

· Number of Voice Circuits

AA. Long Distance

· Number of Dedicated Digital Trunks

· Number of Voice Circuits

8) Comments

A. Update site location (e.g., collocation, new site, moved site, upgrade).
9) Billing Account 
10) Last Order Completed 

11) Period of Performance

12) Funding Agreement Number (FAN)

13) Order Number

1) Date Order Generated 

2) Order Action (i.e., New, MAC, Disconnect, etc.)
Upon Government approval of a specific EDI ICD, the Contractor must produce the data in the agreed upon formats and file types for ingest by the designated Government information systems at the Government-specified intervals (e.g., daily, monthly, etc.). 


� A major system upgrade or system expansion is one that affects more than 10% of the users supported by the particular system.






